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ABSTRACT. The McEliece public-key cryptosystem (PKC) based on binary,
irreducible Goppa codes (known as Classic McEliece in its submission to the
National Institute of Standards and Technology’s post-quantum cryptogra-
phy standardization project) is one of the most promising cryptosystems in
post-quantum cryptography with it admitting no considerable speed-up from
quantum attacks, as catalogued in [B]. We consider several structural attacks
against McEliece schemes based on both Goppa codes and Generalized Reed-
Solomon (GRS) codes, identifying when these attacks may threaten Classic
McEliece. We notably extend the Sidelnikov-Shestakov attack to show that it
is also successful on any McEliece scheme based on full-rank Goppa codes. We
also collect a number of results about Fy-linear subcodes of Fpm-linear codes
and more specific results on GRS and Goppa codes. Ultimately, we use them
to motivate a new approach for a key-recovery attack on the McEliece scheme
based on Goppa codes.
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1. INTRODUCTION

In opposition to the threat of quantum computers on PKCs, the National Insti-
tute of Standards and Technology launched its initiative to find classically-secure
and quantum-resistant PKCs. Classic McEliece has been identified as one of the
most promising post-quantum cryptosystems by this initiative. In order to study
its security, we present the requisite coding theory needed to describe the McEliece
PKC in Part 1 of this article, and we describe attacks against it in Part 2.

In Part 1, we study the properties of subfield subcodes and trace codes, F,-linear
subcodes of F,m-linear codes, notably deriving a precise construction for each us-
ing subspaces of . that are invariant under the Galois group Gal(F,m,F,). More
generally, we also relate properties of F)-linear codes to those of their F,m-linear
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extensions. We define Goppa and GRS codes and we precisely describe the rela-
tionship of Goppa codes as subfield subcodes of GRS codes, consequently using
it to characterize Goppa codes using the polynomial-evaluation definition of GRS
codes.

In Part 2, we describe the McEliece PKC as well as the two main classes of attacks
against it. We rely on results from [TS] to confirm the intractability of message
attacks on the McEliece PKC and use it as motivation to consider the efficiency
of structural attacks instead. We present several structural attacks against the
McEliece PKC based on GRS codes and subcodes thereof proposed by Sidelnikov
and Shestakov in [SS] and Wieschebrink in [W]. We note when it is possible to
extend these attacks to efficient attacks against the McEliece PKC based on Goppa
codes, notably identifying that the attack proposed by Sidelnikov and Shestakov
applies in exactly the same way to a McEliece PKC based on full-rank Goppa codes
as it does to one based on GRS codes. We illustrate why this attack does not extend
to lower-dimensional Goppa codes and identify what information is lost due to this
drop in dimension in the binary case. We ultimately propose a new approach for
a key-recovery attack on the McEliece PKC based on Goppa codes motivated by
results collected in Part 1. Its difficulty lies in the problem of identifying a linear
code given its Galois closure and we derive results about the relationship between
the parameters of GRS codes with the same Galois closure to ascertain the difficulty
of this problem. We also consider a modification to this approach using punctured
codes, which leads us to deriving a sufficient condition in the parameters of a GRS
for when its subfield subcode is of full rank. In considering this new approach, we
mention several open problems for future work.

1.1. Prerequisites. This material should be accessible to anyone who has taken
a first course in coding theory. The particular topics one should be comfortable
with are linear error-correcting codes, finite fields, and asymmetric cryptography.
Sections 1, 2, 3.3, and 4.2 in [N] would be the best places to consult for familiarizing
oneself with this material. Alternatives would be Sections 1, 2, and 3 in [Ro] or
Sections 1, 3, 4 in [MS] for background on linear error-correcting codes and finite
fields. The requisite familiarity with asymmetric cryptography can be acquired
through a quick skim of the Wikipedia page on public-key cryptography.

1.2. Statement on Notation. With apologies to the computer scientists, we will
write vectors as column vectors. We summarize certain other notable notation
choices below.

e [F,m denotes the finite field of size p™ where p is prime and m € N.

A (n, k) F-linear code C denotes a k-dimensional subspace of F™.

w: Fpm — Nis used to denote the Hamming weight.

Py (Fpm ) denotes the vector space of polynomials of degree at most k with
coefficients in Fpm.

If M is a matrix in M,, (F), then we denote the it" column of M by M.
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Part 1. Properties of GRS, Goppa, and Alternant Codes
2. SUBFIELD SUBCODES AND TRACE CODES

For a linear code defined over an extension of a finite field, we will give the
construction of two important classes of linear codes that we can derive from such
a code and that will be vector spaces linear over the base field. We will prove certain
properties of subfield subcodes and trace codes, in particular giving bounds on their
dimensions. We will also give equivalent characterizations of subfield subcodes and
trace codes in terms of invariant vector spaces under a particular Galois group.

2.1. Preliminary Theory. We begin first by presenting the material from Galois
theory needed to understand the construction of subfield subcodes and trace codes
as well as develop a particularly interesting equivalent characterization for each.

We begin by outlining a few important properties of the primary tool we will
use to study [Fp-linear subcodes of F,m-linear codes, the Frobenius map.
Definition 2.1.1. The Frobenius map is ¢ : Fpm — Fpm given by x — aP.

We may extend this map to n-tuples over F,~. In this case, we label it by
¢n : B — T, and, naturally, it maps (z;)7; — (@)

Lemma 2.1.2. Let z € Fpm. We have ¢(z) = x if and only if v € F,,.
Proof. Notice that
p(x) =aP =z <= x(xP' —-1)=0.

This latter condition holds if and only if x = 0 or z € pp—1. Immediately, we
recognize since the set of the p — 1 roots of unity is p1,—1 = F;, we have o(z) ==z
if and only if z € F)f U{0} = F,, as required. O

Lemma 2.1.3. ¢, is Fy-linear.

Proof. Let z,y € Fjm and let a, 8 € Fp.
We will show ¢, (ax + By) = ady(z) + Bdn(y). Suppose «, B # 0 because the result
is trivial in this case. For any choice of i € {1,...,n}, we have

(On(ax + By))i = dlax; + By;)

P
=> (Z) ok prkyr
k=0
= ozl + pPy?  since char(Fpm) =p
= ¢(a)9(zi) + ¢(B)d(yi)
ad(x;) + Bo(y;) by Lemma 2.1.2.
Since this holds for each coordinate of ¢, (ax + By), we get the result. O

Remark 2.1.4. Since ¢,, is the coordinate-wise application of ¢ to a n-tuple over
Fym, it follows immediately from this last lemma that for all z € F}.., we have
¢n(z) = z if and only if z € ).

Definition 2.1.5. Let G be a field and let F be a subfield of G. The Galois
group Gal(G,F) is the group of all field automorphism of G such that for any map
7 € Gal(G, F) and for any element x € F, we have 7(z) = «.
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For notational brevity, we will denote Gal(F,m,F,) by Gal(p™, p). Furthermore,
Gal(p™, p) is a cyclic group of order m generated by the Frobenius map ¢. A proof
of this comes from Theorem 4.12 in [R].

Definition 2.1.6. Let C be a subspace of F}... C'is said Gal(p™, p)-invariant if
for all vectors ¢ € C and for any map 7 € Gal(p™,p), we have 7,(c) € C where
Tp @ Fpm — K is the map whose coordinate-wise action on c¢ is 7. Since 7 is an
automorphism, we will have 7,,(C) = C.

We will characterize when a linear code is Gal(p™, p)-invariant.

Lemma 2.1.7. Let C be a subspace of Fp.. C is Gal(p™, p)-invariant if and only
if pn(c) € C for all c € C.

Proof. The forwards implication follows immediately from noticing ¢ € Gal(p™, p).
For the converse direction, let ¢ € C be given.

on(c) €C = Ppooy(c) €C = ¢po0---0d,(c) €C

For any r € {1,...,m}, we may compose ¢,, with itself r times and get ¢ (¢) € C.
Since Gal(p™, p) is the cyclic group of order m generated by ¢, for all 7 € Gal(p™, p),

Ir e {l,...,m} such that 7 = ¢".
Hence, 7,(c) = ¢}, (c) € C, as required. O
In fact, this last characterization remains true even when it’s just a basis of C'

that’s contained in C' after the application of ¢,,. This characterization comes from
Lemma 5.2.15 in [P].

Lemma 2.1.8. Let C be a (n, k) Fym-linear code and let B be a basis for C. C is
Gal(p™, p)-invariant if and only if ¢, (b) € C for all b € B.

Proof. See [P]. O

Definition 2.1.9. Let C be a subspace of Fj... We will define the Galois interior
and Galois closure of C, as

C% =N, 4% (C) and
c* = Z ¢ (C), respectively.
i=1

Proposition 2.1.10. Let C' be a subspace of Fpm and consider its Galois interior.

(a) CY is Gal(p™,p)-invariant.

(b) C is Gal(p™, p)-invariant if and only if C = C°.

(c) For any subspace D C C such that D is Gal(p™, p)-invariant, we have D C C°.
In other words, D is the largest Gal(p™, p)-invariant subspace of C.

Proof. We'll prove each item separately.
(a) Let c€ C° soce ¢5(C) forall s =0,...,m—1. Thus, for any s € {0,...,m—

1}, there exists a vector ¢, € C such that ¢ = ¢2(c}). By Lemma 2.1.7, we just
need to show ¢, (c) € C°. We have ¢, (c) = ¢571(c}). But since Gal(p™,m) is
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a cyclic group of order m generated by ¢, for any integer r € N, we see that
¢r = @™ such that r,,, = r(mod m). Thus, it’s clear to see that

) onleiy) s=1,....m—1
¢n(C) - {(b%(c/m_l) s=0

Thus, ¢, (c) € N, ¢¢ (C) = CY, as required.

?

(b) The converse direction follows immediately from C° being Gal(p™, p)-invariant.
Let C be Gal(p™,p)-invariant and let ¢ € C be given. By Lemma 2.1.7, we
have that ¢, (c) € C. By successively applying Lemma 2.1.7, we get

bn(c) €C = P2(c) € C = --- = ¢™(c) € C.

Hence, the above implications give ¢! (C) C C for all i = 1,...,m. Now, for
all i € {1,...,n} set ¢; := ¢ ¥(c). The above implications guarantees that
¢; € C. We therefore have

c=¢h(c;) = ced(C) Vi=1,...,m.

This means C' C ¢¢ (C) for all i = 1,...,m, which allows us to conclude using
our previous inclusion that ¢! (C) = C for all i = 1,...,m. Finally, we can
conclude C' = N, ¢t (C) = C°, as required.

(¢c) Let D C C be a subspace such that D is Gal(p™, p)-invariant. By part (b),
this means D = D°. However, because D C C, we get
D =", ¢, (D) C N ¢l (C) =CY as required.
(Il

Proposition 2.1.11. Let C be a subspace of Fym and consider its Galois closure.

(a) C* is Gal(p™,p)-invariant.

(b) C* D C and for all vector spaces D D C such that D is Gal(p™, p)-invariant,
we have D D C*. In other words, C* is the smallest Gal(p™, p)-invariant vector
space containing C'.

Proof. Again, we’ll prove both parts separately.

(a) By Lemma 2.1.7, we need only prove ¢, (C*) C C*.
Since C* = {c1+ -+ +cm 1 ¢; € ¢, (C) for all i = 1,...,m}, if we take c € C*,
then there exist c1,...,¢, € C such that ¢ = " ¢%(c;). Let ¢ be as just
described.

On(c) = on (Z gi)ﬁb(cz)) = Z ¢ (c;) by the Fy-linearity of ¢y,
i=1 i=1

Notice that for all i = 1,...,m — 1, we have ¢'*1(c;) € ¢iF1(C) since ¢; € C.
Since (¢) is a cyclic group of order m, we also have ¢""*1(c,,) = énlcm) €
#én(C). Hence, ¢ (c) € C*, as required.

(b) Since ¢™ = id, C* = C + ¢,(C) + -+ + ¢™~1(C) clearly contains C. Now,
suppose D is a Gal(p™, p)-invariant vector space such that D O C. This means
for all vectors d € D, we have ¢!, (d) € D for all i = 1,...,m.
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Let by,...,b, € C C D be given. We have ¢! (b;) € D for all i = 1,...,m.
But since D is a vector space, we have Y., ¢ (b;) € D. This vector is just an
arbitrary element of C*; thus, we conclude C* C D.

O

Definition 2.1.12. Let C' be a IF)-linear code. The extension by scalars of C' is
the Fpm-linear code spang ,, (C'). We denote this code by C' ® Fpm.

We will now establish a few results that relate a IFj,-linear code to its extension
by scalars over Fpm.

Lemma 2.1.13. Let C be a (n, k) Fy-linear code and let {b1,...,by} be a basis for
C. The set {b1,...,by} will also be a basis for the code C @ Fpm.

Proof. We begin first by showing {b1,...,b;} spans C @ Fym.

C@Fpm = {Z/\CC:ACEIFpm}

ceC
k
- {Z Ae <Z%‘bi> v €Fp, A € IFpm}
ceC =1
k
= {Z (Z %)\c> bi iy €Fp, Ac € IE‘pm}
i=1 \ceC

= spang,,, {by,...,bi}

To prove the set’s linear independence over Fpm, we first let {a1,...,qm} be
a basis for F,m over F,. Next, let A1,..., Ay € Fpm such that \; = Z;"Zl a; ;0.

Consider the equation Zle A:b; = 0 and notice that it lets us develop the following.

k m
e Z Zai,jaj b; =0

i=1 \j—=1
k k
— Z ai,lalbi R Z ai,mambi =0
i=1 i=1
Zle a;1(bi)ion +---+ Z?:l @i m (bi)100m 0

Zle a;1(bi)poy + -+ Zle @i (b3) Ot 0

k
= > aij(bi)r=0Y=1,...,m, Vr=1,..,n
=1

k
— Zai,jbi:O Vi=1,...,m
i=1

= a,; =0 Vi,j by the linear independence over Fj, of {b1,...,b;}

Hence, A1,..., Ay =0, 80 {b1,...,bs} is linearly independent over F,m. Thus, it
is a basis for C @ Fpm. O
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Corollary 2.1.14. If C is a (n, k) Fy,-linear code, then
dime (C) = dim]ypm (C X ]Fpm)
Proof. This is a direct consequence of the previous lemma. ([

The operations of extending a Fy-linear code by scalars and of intersecting a
Fym-linear code with F) allow us to describe another equivalent characterization
for when a code is Gal(p™, p)-invariant.

Lemma 2.1.15. Let C be a (n, k) Fym-linear code. CNFy @ Fpm = C if and only
if dimg, (CNFy) = k.
Proof. 1t is clear that C' N Fg ®Fpm C C. Thus,
C N ]FZ (9 ]Fpm = C <~ dimem (C N IFZ (9 ]Fpm) = dim]Fpm (C)
<= dimp,(CNFy) =k by Corollary 2.1.14.
(Il

The following theorem given in [GP] provides us with an equivalent characteri-
zation for the Gal(F,m,F,)-invariance of a code.

Theorem 2.1.16. Let C be a Fpm-linear code. C is Gal(p™,p)-invariant if and
only if C = CNFy @ Fym. This is equivalent to having C' admit a basis in F.

Proof. See [GP]. O

Corollary 2.1.17. Let C be a (n, k) Fym-linear code. C is Gal(p™, p)-invariant if
and only if C NFy is of mazimal rank.

Proof. Successively applying Theorem 2.1.16 and Lemma 2.1.15 gives
C is Gal(p™, p)-invariant <= dimy, (CNF}) =k,
which by Proposition 2.3.1 is the maximal dimension of C'NF}. (]

Lastly before proceeding, we write a lemma to understand the interplay between
the actions NF} and ®F,~ we can perform on linear codes.

Lemma 2.1.18. If C is a (n, k) Fp-linear code, then C = C @ Fpm NF}.

Proof. Let B = {b1,...,b;} be a basis for C. By Lemma 2.1.13, B is also a ba-
sis for € @ Fym. Immediately, we will note that because C' = C'N Fy, we have
CCCRFmNFy.

We will next show that € @ Fpm NF) ® Fym = C @ Fpm. By our previous
observation, the D inclusion is clear. For the inclusion the other way, let s € N be
given and let dy,...,ds; be codewords of C' @ Fym NFy. This means that for all
j=1,...,s, there exist scalars \j1,...,A; ; € Fpm such that d; = Zle A;,:b; and
d; € Fj. Thus, for all v1,...,7s € Fym, we have

s s k
Zl’}’jdj = Z Z%‘)\j,ibi € spang ,, (B) = C ® Fpm.
=

j=11i=1
Hence, C @ Fpm = C @ Fpm NFy @ Fpym.
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By Corollary 2.1.14, we get dimg,,,, (C @ Fpm) = dimg, (C @ Fpm NFy). But this
means dimy, (C) = dimp, (C ® Fpm NF)), which after recalling that we found that
C C C®Fpm NFy, means we can conclude C' = C @ Fpm NFy. O

Note that NF) and ®@F,~ are not each other’s inverses. We’ve shown C' @ Fpm N
Iy, = C, but it is not generally true C' N Fy ® Fym = C. By Theorem 2.1.16, the
latter is true if and only if C is Gal(p™, p)-invariant.

2.2. Construction of Subfield Subcodes and Trace Codes. We will now in-
troduce subfield subcodes and trace codes, two important classes subcodes that lead
to the construction of many families of linear codes, including the cryptographically-
relevant family of Goppa codes.

Definition 2.2.1. The trace map is the map Tr : F,m — F), given by
m
v rtat 442 = > ¢ (x),
i=1

where ¢ : Fpm — F,m is the Frobenius map.

We will first verify that Tr(x) € F, for all € Fpm. This will be done using
Lemma 2.1.2, which states that ¢(z) = « if and only if z € F,. Let z € F,m be
given.

O(Tr(z)) = ¢ (_Z ¢>"<x>>

3

¢ (z) since ¢ is Fp-linear
1

-
Il

#'(z) since (¢) is a cyclic group of order m

I
i

Hence, Tr(z) € F,. Additionally, it’s clear that ¢ being F,-linear implies that T'r
is also IF,-linear.

Lemma 2.2.2. Tr : F,m — F), is surjective.

Proof. Suppose there exists x € F,m such that Tr(x) # 0. For any y € F,, we
observe by the IF,-linearity of T'r

Tr(yTr(z) " 'z) = yTr(z) ' Tr(z) = y.
Hence, T'r is surjective if and only of there exists z € F,m such that Tr(x) # 0. To

show the surjectivity of Tr, we will show it is not the zero map.

Suppose for a contradiction that for all € F,m, Tr(x) = 0. This occurs if and
only if

i=1
= z+aP -+’ =0

) =0.

m—1_1

== z(l+aP . af
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Thus, for all y € FX., y is a root of f(z) := 1+ 2P ' + - 4 2?" ~1. But
deg(f) =p™ " — 1, so it has at most p™ ! — 1 roots. However, |F).| =p™ —1 >
p™~ 1 —1, so it is not possible for all of F;m to be roots of f(z), a contradiction. [

m—1

Proposition 2.2.3. For all a € F,,, we have |Tr~'(a)| =p

Proof. By the previous lemma, Im(Tr) = F,,. Furthermore, as a vector space over
Fy, Fpm = F7'. Hence, by the Dimension Theorem,

m = dimg, (Im(Tr)) + dimg, (ker(Tr)) <= m — 1 = dimg, (ker(17r)).

Thus, |ker(Tr)| = p™~!. Let o € Fpym be a vector such that Tr(z¢) = a. But
by the Fp-linearity of Tr, we get Tr=1(a) = {zo} + ker(Tr). Thus, we conclude
[ Tr=*(a)| = p™ 1. O

We will now give an explicit formulation for the kernel of the trace map. It

comes as the result of Exercise 4.23 in [R]

Proposition 2.2.4. Let Tr : Fpm — I, be the trace map as defined previously.
We have
ker(Tr) ={a € Fpm : a = ¢p(u) —u for some u € Fpm}.

Proof. Define 7 := ¢ — id where id : F,m — Fpm is the identity map.
We will show that ker(Tr) = Im(T).
ker(t) = {x € Fpm : ¢(x) — 2z =0}
={z € Fpm : ¢(z) =z}
=F, since ¢(z) =2 <= z€F,

Furthermore, 7 is [F-linear since ¢ is F),-linear. Since F,» = I, as a vector space
over IF,, so by the Dimension Theorem,

m = dimg, (Im(7)) + dimg, (ker(7)) <= dimg,(Im(7)) =m — 1.

We recall that in the previous proposition, we found dimg, (ker(Tr)) = m — 1 as
well. Hence, we need only show Im(7) C ker(Tr). Let u € F,m be given.

Tr(r(u)) = Tr(¢(u) —u)

= Z o (u) — Z #'(u) by the F,-linearity of T'r
i=1 i=1
= Z ¢ (u) — Z ¢'(u)  since order(¢) =m
i=1 i=1
=0
Thus, 7(u) € ker(Tr), giving us the result. O

The following result comes from Corollary 1.29 in [C1].

Proposition 2.2.5. The map L(-,-) : Fpm X Fpm — F,, given by (a,b) — T'r(ab) is
a non-degenerate, bilinear form.

Proof. The bilinearity of L follows from the F,-linearity of Tr. Suppose for a
contradiction that there exists b € .. such that T'r(ab) = 0 for all a € Fym. Since
b0, b ! exists. Let z € Fym and take a = zb~ 1.

Tr(ab) = Tr(xb~'b) = Tr(z) =0
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Hence, T'r is the zero map, but this is a contradiction since T'r is surjective. ([

This map allows us to introduce the notion of the dual basis to a given basis of
Fpm over F,,. The dual basis becomes an important ingredient in the description of
a generating set for a trace code, which is about to be introduced. We will simply
state the results concerning the dual basis and invite the interested reader to con-
sult [C1] to get a better understanding.

We can also extend the trace map to n-tuples over Fym as Tr : Fp. — Fp
. n
by (z;), — (E;":l @ (xl)) . We'll denote this map in the same way as
i=1

Tr:Fpm — Fp, so we'll use the context to distinguish between these two maps.

We now define the first important class of linear subcodes, the trace code.

Definition 2.2.6. Let C be a (n, k) Fpm-linear code. The trace code of C' is defined
to be Tr(C) = {Tr(c) : c€ C} = {(X1%, ¢ (c1), ..., Sty d'(cn)) :c€C}

Definition 2.2.7. Let {a1,...,a,} be a basis for F,m over F,,. The dual basis of
{ai1,...,am,} is another basis {af,...,a,} such that for all 4,5 € {1,...,m},

. . lifi=j
L(ai,af) = Tr(a;aj) = {O it

For any given basis, the corresponding dual basis exists and is unique. This is
verified in Proposition 1.32 in [C1].

The following result is presented in [C1] and gives us a generating set for a trace
code.

Proposition 2.2.8. Let C be a (n, k) Fym-linear code. Let {aq,. .., oy} be a basis
for Fpm over By, and let {af, ... ak } be its corresponding dual basis. If {b1,...,by}
is a basis for C, then {Tr(bia}) : 1 <i<k,1<j<m} generates Tr(C).

Proof. See [C1]. O
We now define the other important class of linear subcodes, the subfield subcode.
Definition 2.2.9. Let C be a (n, k) Fym-linear code. The subfield subcode of C is
Cnly.
The following theorem is due to Delsarte in [D] and it describes the relationship

between subfield subcodes and trace codes.

Theorem 2.2.10 (Delsarte Duality). Let C be a (n,k) Fpm-linear code. We have

cn JFE)l =Tr(Ch).

Proof. See [D]. O
For a Fpm-linear code C, we want to study the intersection of its correspond-

ing trace code and subfield subcode. We first begin by considering when C' is
Gal(p™, p)-invariant.

Proposition 2.2.11. Let C be a (n, k) Fpm -linear code. We have CNFy =Tr(C)
if and only if C is Gal(p™, p)-invariant.
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Proof. See [GP]. O

Next, we consider the more general case when C need not be Gal(p™, p)-invariant.

Proposition 2.2.12. Let C' be a (n,k) Fym-linear code. If m % 0(mod p), then
CNFr C Tr(C).

Proof. We first note that the map Tr : F,» — F, behaves in an interesting way
when applied to an element x € F,m. For all x € F),, we have

Tr(x) = Zqﬁi(x) = Zx = max.
i=1 i=1

Define 7 to be the smallest element of the equivalence class m (mod p), and r is
not zero by hypothesis. Let c:= (c1,...,¢,) € CNFy. We observe

Tr(c) = (Tr(e))iey = (rei, = re.

By the Fp-linearity of T'r, we have Tr(r~'c¢) = r~'Tr(c) = r~'rec = c. Hence, for
all codewords ¢ € C Ny, there exists v := r~'¢ € C such that Tr(v) = ¢. This
exactly means C NIy C Tr(C). O

This proposition holds more generally. [GP] shows C N} C Tr(C) whenever
F,m= is a separable extension over F,. By Lemma 11.82 in [R], F,m is separable
over I, if and only if the trace form L : Fpm x F,m — I, is non-degenerate. By
Proposition 2.2.5, L is non-degenerate, so Fym is separable and C NFy C Tr(C)
always holds.

The following theorem gives an equivalent characterization for the trace code
and subfield subcode of a F,=-linear code in terms of its Galois closure and Galois
interior.

Theorem 2.2.13. Let C be a (n, k) Fpm-linear code. We have the following char-
acterization for its subfield subcode and trace code.

CHFZ = C’OQIFZ and
Tr(C)=0C*"nN Fy

Proof. We'll first begin by showing the characterization for the subfield subcode.
Since C° C C, it is clear that C° OFZ ccC OIF;}.

For the inclusion the other way, let ¢ € C'NF} be a codeword and let r €
{1,...,m}. Since we know ¢,(r) = =z if and only if 2 € F by Remark 2.1.4, we
have

¢:L(C) = ¢n O0---0 ¢n(C) =cC.

Thus, we get ¢ = ¢/ (c) for all r = 1,...,m, so we have ¢ € ¢ (C) for all r. This
means exactly ¢ € CY. But since ¢ € [y as well, this gives ¢ € c'n Fy. With the
previous inclusion we derived, we get C NF) = c'n [, as required.
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Next, we will show the characterization for the trace code. We have
Tr(C) = {Y_¢n(c):ceCHC Y i(C)=C".
i=1 i=1

Also, since T'r : F — Fy, we have Tr(C) C F}. Hence, Tr(C) C C* NFy.

For the other inclusion, we invoke Delsarte Duality to write (C+ DIE‘Z)L =Tr(C).
We'll show the inclusion by showing (C+ NFy)*~ 2 C*NFy. Let ¢ = Y27 6% (ci)
be a codeword such that ci,...,¢, € C. Suppose further that ¢ € F)) and let
beCtn F,. We will use < -,- > to denote the canonical inner product.

<eb>=<Y ¢h(ci)b>

i=1

= in: < (b?n(cl),b >
i=1

=Y > 6 (e

i=1 t=1

=>4 < bt(ci)t>
i=1 1

t=
=> ¢'(< b >)
=1

But since we have ¢; € C = (C+)* for alli = 1,...,m, we get
<b,e; >=0Vbe CtNFy.

Hence, Y21 ¢'(< b,¢; >) = 31", ¢'(0) = 0. Because ¢ € F} as well and we

have (C+ NFp)*+ C Fy, we conclude ¢ € (C+ NFp)L. Of course, this means

C* Ny € Tr(C), which gives us the equality. O

Immediately following from this theorem, we can relate the dimension of the
subfield subcode and the trace code of a linear code to the dimension of its Galois
interior and Galois closure, respectively.

Corollary 2.2.14. For a (n,k) Fym-linear code C, we have
dimg, (Tr(C)) = dimg,,,. (C*) and dimg, (C NFy) = dimg,,. (C).
Proof.
dimg, . (C°) = dimg,,, (C® NF} @ Fym) = dimg, (C° NF}) = dimg, (C NF})
and
dimg,,, (C*) = dimg,,, (C* NF) @ Fpm) = dimg, (C* NF}) = dimg, (T7(C)).
O
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2.3. Bounds on the Dimension of Subfield Subcodes and Trace Codes.
We will begin by placing naive bounds on the dimensions of the subfield subcodes
and trace codes for a given linear code. We will also identify sufficient and nec-
essary conditions for these subcodes to be of maximal dimension. Lastly, we will
offer slight improvements on the naive bounds for the dimensions of both subfield
subcodes and trace codes.

We begin by outlining the trivial bounds for a subfield subcode.

Proposition 2.3.1. Let C be a (n, k) Fym-linear code. The dimension of its subfield
subcode will be bounded as follows:

0 < dimg, (CNFy) < k.

Proof. The lower bound is trivial, so we’ll just show that k is an upper bound.
We notice by Corollary 2.1.14 that dimg, ,, (C° N Fy ® Fpm) = dimg, (C° N Fp).
But because C? is Gal(p™, p)-invariant, by Theorem 2.1.16, we get dimg ,, (C°) =
dimg, (C° NF}). Since C° C C and recalling that by Theorem 2.2.13 we have

CNFy = CYNFy, this gives the upper bound as

dimg, (C NF}) = dimg, (C° NF}}) = dimg,,, (C°) < dimg,,,. (C).

O
Note that these are naive bounds on the dimension of a subfield subcode and

are therefore not necessarily any good. All subfield subcodes must satisfy these
bounds, but they may not necessarily be attained.

Next, we will outline the naive bounds for the dimension of the trace code.

Proposition 2.3.2. Let C be a (n, k) Fym-linear code. Tr(C) is a Fy-linear code
of dimension at most mk.

Proof. Consider the map T'r|c : C' — F}. We have Tr(C) = Im(Tr|c), so Tr(C) C
7. Since C' = F;”k and T'r|¢ is F,-linear, by the Dimension Theorem,
mk = rankg, (17|c) + dimg, (ker(Tr|c))
= ranky, (Tr|c) = mk — dimg, (ker(Tr|c)) < mk.
O

The lower bound follows from Delsarte Duality and restates part of Lemma 2.1.13
in [St].

Proposition 2.3.3. Let C be a (n, k) Fpm-linear code. Tr(C) has dimension at
least k.

Proof. By Delsarte Duality, Tr(C) = (C*+ NFy)*. Hence,
dimg, (Tr(C)) = dimg, (C* NF)T)
=n — dimg, (C*+ N )
> n — dimg,,,, (C)
=n — (n—dimg,,, (C))
=k.
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The upper bounds from these previous propositions indicate the maximal pos-
sible dimensions of subfield subcodes and trace codes. We will give sufficient and
necessary conditions for when the dimension of these codes attains their respective
upper bounds. Again, we start by considering the subfield subcode.

Proposition 2.3.4. Let C be a (n, k) Fym-linear code. The subfield subcode C'NF}
is of mazimal dimension if and only if C° = C = C*.

Proof. We start with the forwards implication.

If C NF} is of maximal dimension, we have dimg, (C NF})) = dimg,,, (C°) = k.
But since C° C C, this means C° = C. Becuase C° is Gal(p™, p)-invariant, this
means C itself is Gal(p™, p)-invariant. By Proposition 2.1.10, C* is the smallest
Gal(p™, p)-invariant vector space containing C, so because C' is Gal(p™, p)-invariant

and it contains itself, we must have C' O C* as well, giving us the last equality:
C=C*

For the converse direction, if we have C° = C, then this means dim]Fpm (CO) = k.
Because dimg, (C'NFy) = dimg,,, (C°), it attains its upper bound. O

As aresult, we may characterize when a subfield subcode is of maximal dimension
in another way as well.

Corollary 2.3.5. Let C be a (n,k) Fpm-linear code. Let B be a basis for C and
let H be a parity-check matriz. We observe that C NF) is of mazimal dimension if
and only if

H¢,(b) =0 Vb e B.

Proof. By the last proposition, CNFy is of maximal dimension if and only if C' = o,
which, because C° is Gal(p™, p)-invariant, means C is Gal(p™,p)-invariant. By
Lemma 2.1.8, C is Gal(p™, p)-invariant if and only if ¢,(b) € C for all b € B.
Hence, this occurs if and ounly if H¢,,(b) = 0 for all b € B. a

We next take a combinatorial perspective to describe the necessary relationship
between the Galois interior and the Galois closure of a linear code when its trace
code is of full rank.

Proposition 2.3.6. Let C be a (n, k) Fym-linear code. If dimg,(Tr(C)) = mk,
then dimg,,, (C% =0.

Proof. Begin by considering the Galois closure C*. We have that C* is a vector
space over IF,m, so if its dimension is d, it will be isomorphic to Fgm. Indeed, we
know then that the cardinality of C* will be (p™)%, so we may in fact ascertain the
dimension of C* from its cardinality. We will first approximate |C*| by assuming
each distinct choice of m-tuple v := (c1,...,¢n) € C™ produces a different vector
Sy = Yt @i (c;) € C*. In this case, we get

|C*[ = 0™ = (™)™
Define T : C"™ — C* by the mapping v — s,. Note that we won’t consider the

linearity of T in what follows. We will get the desired result by showing that T is
not injective.
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However, we notice for a given m-tuple (¢, ..., ¢y, ) if there exists j € {1,...,m}
such that ¢; # 0 and ¢7,(¢;) € ¢%,(C) for some i # j (WLOG j > i), then the choice
of m-tuples v = (c1,...,Ciye vy Cjyeny ) and w == (c1, ..., ci+@L 7 (cs)y .., 0, .., Cm)

will produce the same vector. This vector will therefore be double-counted in the
first estimate of |C*|. If U;;¢% (C)N% (C) # {0} for alli = 1,...,m, then there is a
vector in C* that can be expressed as the image of two distinct m-tuples v, w € C™
in the above way. Hence, T is not injective, meaning that |C™| = (p™)™* > |C*|,
which then guarantees dimg,,, (C*) # mk.

Notice that if C° = N™ 4% (C) # {0}, then for all i = 1,...,m, we observe
Ujzi0i (C) N ¢4 (C) 2 {0}, so dimg,,, (C*) # mk as per the above. But since
dimg ,, (C*) = dimg, (Tr(C)), we have C° # {0} implies dimg, (Tr(C)) # mk. The
contrapositve of this last implication is the result we wanted to show. ([

Note that the converse doesn’t hold. Having dimg , (C?) = 0 isn’t nearly a
strong enough condition to guarantee that the dimension of the trace code attains its
upper bound. For example, one can verify that if N7, ¢ (C) = {0} and there exists
some i € {1,...,m} such that ¢ (C) N (Zj# ¢%(C)) 2 {0}, the corresponding
trace code Tr(C) will not be of maximal dimension. We will soon prove this is
the case as a part of our describing conditions on C' that will ensure T'r(C) is of
maximal rank. To do this, we will need to establish a result from linear algebra.

Proposition 2.3.7. Let V' be finite-dimensional vector space over field F. Let
Uy, ..., Uy be subspaces of V' such that V. =Uy + --- 4+ U,,. We have that V =
D", U — dim(V) =", dim(U;).

Proof. To prove the forwards implication, we assume V = @Zl U;. This means

V:iUi and U; N ZUj = {0}.
i=1

J#i

Notice that V =@~ , U; = (@7;11 U;) ® U,,, which follows essentially from the
associativity of addition and that U,, N (Z#m Uj> = {0}. Let W := G}:’;l Ui

and let By := {w1,...,wi} be a basis for W. Likewise, let Bg := {u1,...,u;} be a
basis for U,,. We will show that By U By is a basis for W @ U,,.

Let v € V be given. Clearly, there exists w € W and u € U, such that v = w+u.
Given that B; is a basis for W and B, is a basis for U,,, there exist A;,y; € IF for all
t=1,...,k and for all j = 1,...,[ such that v = Zle Aw; + 25‘:1 v;u;. Hence,
V C span(B; U By), giving us V = span(B; U By).

Next, suppose for a contradiction that there exists I C {1,...,k} and J C
{1,...,1} such that \; # 0 for all i € I, 7; # 0 for all j € J, and }_,; Ajw; +
ZjeJ'Yjuj = 0. By the linear independence of B; and Bs, we can’t have either
I =0orJ=0asif I were empty, Zje, ~vjw; = 0 implies v; = 0 for all j € J,
which is a contradiction, and likewise for if J = §). Thus, both I # @ and J # 0.
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‘We therefore have

Z)\iwi + Zvjuj =0

icl jeJ
<~ Z)\zwz = Z(—’}/j)Uj.
i€l jed

But since 7; # 0 for all j € J and B is linearly independent, >, ;(—v;)u; # 0.
Therefore, there exists u € Uy, such that u # 0 and v € W. But this contradicts
WeU,=V,so

m l

Z/\iwi —l—Z'yjuj =0 = )\i,’yj =0 V’L,j
i=1 jeJ

Hence, B; U Bs is linearly independent, so it’s a basis for V.

This gives dim(V) = dim(W) + dim(U,,) = dim(@?:ll U;) + dim(U,,). By tak-
ing m = m — j and iterating the above argument for all j = 1,...,m — 2, what we
get is dim(V) = ", dim(U;). This proves the forwards implication.

To prove the converse direction, suppose that dim(V') = dim(}_/*, U;) = > -, dim(U;).
We must show this implies V = @, U;, which amounts to showing U;N (Z#i Uj) =

{0} for all i = 1,...,m. Let i € {1,...,m} be given. By the associativity and
commutativity of addition, we have V' = U; + 3, U;. We also have dim(V) =
dim(U;) + >, dim(Uj).

For any finite-dimensional vector spaces U, W over F, we have dim(U + W) =

dim(U) + dim(W) — dim(U N W). Hence,
dim(V) = dim(U;) + dim() _ U;) — dim(U; 0 ) U;).
J#i J#i
But since dim(V) = dim(U;) + 3_;_; dim(U;), we get
(2.1) dim(Y " U;) — dim(U; N> U;) =Y dim(U;).
J#i J#i J#i

Let B; be a basis for U for all j # i. As we’ve shown in proving the previous

direction, U;-;B; spans Zj# U;, so we get

dim()_Uj) < |Ujps Bl <Y dim(U).
J#i J#i
But because dim(U;N}_;; Ui) > 0, the only way for (2.1) to hold is if dim(}, ,; U;) =
> dim(U;). Hence, dim(U; N} j # iU;) = 0, as required.

This proposition lets us place the sufficient and necessary conditions for a trace
code of a linear code to be of maximal rank.

Corollary 2.3.8. Let C be a (n,k) Fym-linear code. The trace code Tr(C') is of
mazimal dimension if and only if C* = @~ ¢\ (C).
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Proof. By Corollary 2.2.14, we have dimg, (7r(C)) = dimg,,, (C*). The maximal
dimension of Tr(C) is mk = > i~ ¢, (C). By the previous proposition, we conclude
dimg, . (C*) = Y1, ¢}, (C) if and only if C* = ;" ¢, (C). O

Next, we will describe a relationship between the dimensions of the Galois closure
and Galois interior of a linear code.

Proposition 2.3.9. Let C be a (n,k) Fpm-linear code. Let B® be a basis for its
Galois interior CY and let B; 2 B be a basis for ¢ (C) for alli=1,...,m. If we
define P :={1,...,m}, we observe

-1

dimg,,, (C*) + (=1)" dimg,,, (C°) < > (=1)""" > | Nier Bil.

1 Icp
[ I|=r

3

i

Proof. Recall that C° = N, ¢! (C). With this, for any I C P, we observe that
Nierdl (C) will admit C° as a subspace. Because of this, we can extend B to be
a basis for ¢ (C) for all i = 1,...,m. The bases we get through this construction
are Bz = {bi,h . abi,k} for all i = 17 cee,Mm.

We will first show that U, B; spans C*, and, thus, dimg ,, (C*) < | UL, By
Let v € C* be given, so there exists ¢; € ¢%(C) for all i = 1,...m such that
v=>",c. Because for all i = 1,...,m, we know B is a basis for ¢’ (C), there
exists A\j1,...,Ajx € Fpm such that ¢; = Zle Ai;bi ;. Hence,

m m k
v=2a=3 ) bk
i=1 i=1 j=1
This lets us conclude C* C spang _,, (U™, B;), which gives us the equality as the
inclusion in the other direction follows immediately from the definition of C*.

Since the size of any generating set of a vector space is greater or equal to the
size of any linearly independent subset of the same vector space, dimg,,,(C*) <
| U™, B;|. By inclusion-exclusion, the right-hand side simplifies to

m
Uy Bil =D (=)™ Y [ Nier Bil-
=1 Icp
[T|=r
For each i = 1,...,m, we extended B° to B; so that it may be a basis for ¢¢ (C).

This means B C B; for all 4, and, hence, N, B; O BY. To address the other
inclusion, let b € B; for all 4 and suppose for a contradiction that b ¢ B°. This
must mean that either B U {b} is not linearly independent or b ¢ C°. Taking
i € {1,...,m}, since B U {b} C B; and because B; is linearly independent, any
subset thereof must also be linearly independent. Since b € B; C ¢ (C) for all

i=1,...,m, we have b € C°, which is a contradiction. Since no such b exists, we
get N, B; C B®, meaning N, B; = B°. Thus,
m—1
| Uy Bil = Y (=)™ > [ Nier Bl + (1) B,
i=1 ICP

[I|=r
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Using the fact that dimg,,(C*) < |U/%; B;| and recognizing that |B°| =
dimg,,,, (C°) gives us the result. O

The relationship between the dimensions of C* and C° established in the pre-
vious proposition is maintained if we replace dimg,,, (C*) by dimg, (Tr(C)) and
dimg,,,, (C°) by dimg, (C' NFy) as a result of Corollary 2.2.14.

Finally, we will offer some improved bounds on the dimensions of the trace code
and subfield subcode of a linear code. The first improvement is a new upper bound
on the dimension of the trace code given by Proposition 9.1.4 in [St].

Proposition 2.3.10. Let C be a (n, k) Fpm -linear code and let U be a Fpm -subspace
of C such that ¢, (U) C C. We have

dimg, (T7(C)) < m(k — dimg,,, (U)) + dimg, (U NF)).
Proof. See [St]. O
A new lower bound on the dimension of the subfield subcode is given by Exercise
9.3 in [St].
Proposition 2.3.11. Let C be a (n, k) Fpm-linear code. Suppose there is a matriz
M € M, (Fp) such that M is of rank s and Mc =0 for all c € C. We have
dimp, (CNF)) >k —(m—1)(n —s— k).

Proof. Let M, be M viewed as a matrix in M, (Fpm). Since we have that for
all c € €, Mc = M,c = 0, we observe that C NF); C ker(M) and C' C ker(M,).

Define V' to be ker(M,) viewed as a vector space over IF,, and likewise let W be
C viewed as a vector space over F,,, so we have W C V. Consider the quotient map
T :V — V/W, whose kernel is necessarily W. Given that ker(M) = ker(M,)NFy,
we also have ker(M) C V. Now, since C Ny C ker(M), we have that the
kernel of T'|pe, vy Will be CNEFp. But since Im(T) 2 Im(T|ger(v)), we get that
rankg, (T) > rankg, (T|ker(vy). But then by the Dimension Theorem, we have
dimg, (ker(My)) — dimg, (C) > dimg, (ker(M)) — dimg, (C N F}).

Note that since rankg,(M) = s, we also have rankg,., (M) = s. Thus, we get by
the Dimension Theorem that dimg,(ker(M)) = n — s = dimg,,, (ker(M,)). With
this, we can rewrite the above equality to get the desired result.

m(dimg, . (ker(M)) — dimg,,, (C')) > dimg, (ker(M)) — dimg, (C N F})
= dimp, (CNFy) >n—s—m(n—s—k)
<= dimy, (CNFy) >k —(m—1)(n—s—k)
[

This last proposition then gives us an improved upper bound for the dimension
of the corresponding trace code.

Corollary 2.3.12. Let C be a (n,k) Fpm-linear code. We have
dimg, (Tr(C)) < k + (m — 1)(k — dimg,,,. (C?)).
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Proof. Let B := {by,...,bs} be a basis for C Ny and let M € My, (F,) whose
rows are the elements of B. Given that (C+)+ = C, we will have for all ¢ € C*,
Mec = 0. Hence, by the previous proposition,
dimFP(CL NFy) > dimg,,, (CH)—(m—1)(n—s— dimg,,, (chH)).
By Delsarte Duality, we have
dimg (Tr(C)") > dimp,,,, (CH)y—(m—1)(n—s— dimg,,, (ch))
= n—dimyp, (Tr(C)) >n—k—(m—1)(k—s)
But since s = |B| = dimg, (C NFy) = dimg,,, (C°), we conclude

dimg, (Tr(C)) < k + (m — 1)(k — dimg,,,. (C?)).

3. GRS CoODESs

Generalized Reed-Solomon (GRS) codes are an important family of linear codes,
being perhaps the most extensively-used error-correcting codes in practice. They
saw direct cryptographic application in a McEliece scheme wherein the crypto-
graphic primitive was based on a GRS code, but this scheme was proven to be
insecure in [SS], as we outline in Section 6.1. Currently, their use in cryptography
is more indirect as it is Goppa codes, subfield subcodes of GRS codes, that form
the cryptographic primitive of current proposals of McEliece. We will study GRS
codes in this section, outlining key properties of GRS codes and the ways in which
the same GRS code may be defined by different pairs of parameters.

3.1. Properties of GRS Codes. We will define GRS codes and establish a few
of their basic properties.

Definition 3.1.1. A GRS code is defined by a pair of vectors «, 8 € F}.. such that
a; # o for all i # j and §; # 0 for all i € {1,...,n}. The (n,k) GRS code defined
by the pair («, 3) is
GRSn,k(OZa/B) ={(B1flar), ..., Buflan)) : f € Pk—l(Fpm)}-
The vectors a and ( are typically called the locator and multiplier, respectively.
We next verify that GRS codes truly are linear codes.
Proposition 3.1.2. GRS, x(«, B) is a vector space.

Proof. Given that GRS, x(a, 8) C 7w, we need only show it is a subspace of F,..
e 0P, 1(Fym) = (0,...,0) € GRS, x(a, )

o Let f,g € Py_1(Fpm) be given. Define a := (1 f(a1),. .., Bnf(arn)) and
b:= (L19(a1),...,Bng(an)). We observe
a+b=(Bif(ar),....Bnf(an)) + (Brglar),. .. Brg(an))

= (Bi(f +9)(r),.... Bulf + 9)(an))
€ GRS, 1 (a, B).
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o Let A € F,m. We observe
Aa = (Bi(Af)(aa),...,Bu(Af)(an)) € GRS, k(e B).

We next verify that the dimension of GRS, (e, ) is as purported.
Proposition 3.1.3. dimg ,, (GRS, x(a,8)) = k.

Proof. Suppose for a contradiction f,g € Pr_1(F,m) such that f # g and we have
(Biflar), ..., Buflan)) = (Brglar), ..., Bng(ay)). Since 5; # 0Vi, this implies as

follows.

Therefore, we get (f —g)(z) = q(x) []]_, (x — a;) for some g € Pj_1(Fpm ). How-
ever, since deg(f — g) < k — 1 and deg ([[;—,(z — «;)) > n > k — 1, the above is
a contradiction. Hence, codewords defined by different polynomials in Py_1(Fpm )
are different.

Thus, |GRS,, k(a, B)| = |Px—1(Fpm )| = p™*. But since GRS, x(«, B) is a vector
space over Fpm, this means GRS, k(cv, 8) = FF., so dimg,,. (GRS, k(a, B)) = k.
(]

An important property about GRS codes that makes them particularly useful for
error correction is that they are MDS, that is to say that they attain the Singleton
bound. We will first remind ourselves of the Singleton bound before proving that
GRS codes are MDS.

Theorem 3.1.4 (Singleton bound). Let C be a (n, k) linear code over Fpm and let
d be its minimum distance. We have d <n —k + 1.

There are many references that offer a proof for this theorem. See Theorem 1.7.1
in [N] for a proof.

Proposition 3.1.5. Let d denote the minimum distance of GRSy, (o, 8). GRS, 1(c, 8)
is MDS, meaning it attains the Singleton bound:

d=n—k+1.

Proof. We present the proof as in [MS].
Let ¢ € GRS, i (c, B)\{0}, so there exists f € Pr_1(Fpm ) such that ¢ = (51 (1), ..., Buf(an)).
But since deg(f) < k — 1, there are at most k — 1 non-zero entries in c.

Thus, w(c) > n—(k—1) = n—k+1. Since GRS, x(a, B) is linear, d > n—k+1.
But then by the Singleton bound, n —k+1 < d < n—k + 1, so d attains the
Singleton bound. O
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As there are several choices for a generator matrix for a linear code, we under-
stand that there is typically a “preferred choice” of generator matrix for each code.
We will next establish the canonical form of the generator matrix for a GRS code,
which is the “preferred” generator matrix.

To develop a generator matrix for GRS, (e, §), we first need to find a basis for
the GRS code. In fact, any basis for Py_1(F,m) can be used to define a basis for
GRSn,k(a7 B)

Proposition 3.1.6. Let F' := {fi,..., fx} be a basis for Py_1(Fpm). The set
B = {b1,...,bx} is a basis for GRS, (o, 3) where for all i = 1,....k, b; is
defined by b; := (B1fi(a1), ..., Bunfi(an)).

Proof. Suppose ¢ € GRSy, i;(«, 8) such that ¢ = (B1f(a1),...,Bnf(arn)) for some
f €Pr_1(Fpm). Given that F is a basis for Py_1 (Fpm ), there exists A1, ..., Ay € Fym

such that f(z) = Zle i fi(x). But then

k

c=(Bif(ar),..., Buflan)) = Y (Bufi(cw), ..., Bufilen)).

=1

Hence, GRS, i (o, 8) C spang (B). The inclusion in the other direction is evident,
so this is an equality. Since dimg . (GRS, x(a, 3)) = k = |B|, this means B is a
basis for GRS, (o, B). O

If the choice of basis for Py_1(F,m) used in the last proposition is the standard
monomial basis, then the basis for GRS, (o, 8) defined from this basis is the
canonical basis of the GRS code. This will be

{(Bla"'vﬁ'ﬂ)) (61a1a-~-,ﬁnan)7 ey (ﬂlalf_l,...,ﬂnafbil)}_

The canonical generator matrix for GRS, (a, 3) is defined from this basis to be
as follows.

B1 Bion ... ﬁ1a]f_1
G- ﬂ.z »32.062 e 5204.]26_1
B Bntn ... [BpokTl

For the last of these preliminary properties, we will note that the dual code of a
GRS code is another GRS code.

Proposition 3.1.7. The dual code of GRS, i (c, B) is GRS, k(c, B)t = GRS, n—k(cr,7)
such that v € Fpm is defined by v; = B! [T — a;)"t foralli=1,...,n.

Proof. See Theorem 4 in Chapter 10 of [MS]. O

Remark 3.1.8. Consequently, a parity-check matrix for GRS, x(a, ) will be the
transpose of a generator matrix for GRSy, n—r (e, 7).



22 FILIP STOJANOVIC

Using the canonical generator matrix of GRS, ,,—i(c,7), we can write a parity-
check matrix for GRS, 1 (o, 8) to be H as follows.

"}/1 ")/2 e ")/n
Y1Q1 Y2C2 s YnQin
H= . .
n—k—1 n—k—1 —k—1
L71¢q Y20 <o TnOg
M1 1 . 1 "
(&3] (%) PN (7%% Y2
n—k—1 n—k—1 n—k—1
_0‘1 (&) e (0% Tn

=KC

We see from this that ¢ € ker(H) if and only if Cc € ker(K). Thus, K is a
parity-check matrix for C(GRS,, k(a,B)) = {Cc: c € GRS, k(a, B)}.

3.2. Equivalence of GRS Codes. The same GRS code may be defined by multi-
ple different pairs of parameters. We will describe conditions on the pairs of vectors
in F}.. that may define a GRS code such all pairs that satisfy these conditions will
define the same GRS code.

The following result is motivated by Problem 5.4 in [Ro].

Theorem 3.2.1. Let o, 3 € F. such that a; # o Vi # j and B; # 0 for all
i =1,...,n. If we define vectors o/, 8" € ¥} in one of the three following ways,
GRS, k(a, B) = GRS, k(. 3).
e (Case-1 Equality) Let p,v,n € Fpm such that p,n # 0. Define o/ and f'
such that o = poy; +v and B} =np; Vi=1,...,n.
o (Case-2 Equality) Suppose further that a; # 0 Vi = 1,...,n. Define o
such that o, = a;' and B} = B,-oz;(nfk*l) [ i(—aia;) V=1,...,n.
o (Case-3 Equality) Let p,v,0,7,0 € Fpm such that ur # ov and § # 0.
Suppose further that oo, + 7 # 0 Vi = 1,...,n. Define o' such that o, =
Lt ond define 3 such that

oa;+T

Bl =dBi(oa; + 1)~ (k=D H [—(oa; +7)(o0o; +7)] Vi=1,...,n.
i
Proof. We'll prove each case separately.
Case-1 Equality

Let o’ and §’ be as described above. Define 7 : Fpm — Fpm by x +— px + v and
define 0 : Py_1(Fpm) — P_1(Fpm) by f — nf. Notice that for all f € Py_1(F,m),
we observe g o f o7(z) € Pr_q1(Fpm) too.

But each codeword of GRS, x(¢/, 8") can be expressed for some f € Py_1(F,m)

as (77,31f(7'(041))a <o 7776nf(7-(an)>) = (610 o f © T(al)’ ooy Bnoo f © T<an))' But
this right-hand vector is a codeword of GRS, x(a, 8). Hence, GRS, (a/, ") C
GRS, (a, B), and since both vector spaces are of the same size, this is an equality.
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Case-2 Equality

Let o and B’ be as described above. Recall the definitions of K and C used in
the discussion immediately proceeding Remark 3.1.8.

1 1 1 "
(651 (65 N Qi Y2
K:= . . . . , C:=
oz;’_k_l ag_k_l s anTkel Tn

Define ' € Fp. such that v = ()" [[;.(a} — «) for all i = 1,...,n. Now,
notice that using the definitions of o’ and §’, we can simplify +; for alli =1,...,n
as follows:

=) [t =)
Jj#i

1
= (52)_1}_[# K— a;j) (i — Oéj)]
= B [ (—eiey) [ (s = )~

J#i J#i
-1
= Bia;("fkfl) H(—aiaj) H(—aiaj) H(ai — ;)
i i i
=af gt H(Olz' —a;)7!
it
= a’in_k_l’}/i.

Hence, by Proposition 3.1.7 and Remark 3.1.8, H’ defined as follows is a parity-
check matrix for GRS, i (¢, 5').

H = K'DC where

a;{n—k—l) a;(n—k—l) o a;(n—k—n

Since oy # oy for all ¢ # j and since 8; # 0 for all 7 = 1,...,n, it is clear that
det(C) # 0, meaning that C is invertible. We also notice that K'D is a parity-check
matrix for C(GRS,, (¢, 8)). Simplifying this product, we notice

n—k—1 n—k—1 n—k—1
o] L fa% A o

n—k— n—k— n—k—2
Qayq Qo . Q.

K'D =
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Let ¢ € C(GRS, k(a, 8)) = ker(K). We observe that the j* entry of K'Dc will
be
(K'Dc); = Za?_k_jc,- =0
i=1
since Y I, a?ci =0forall j=0,....,n—k—1, as ¢ € ker(K). Hence,
C(GRS, (/. ") = ker(K'D) D ker(K) = C(GRS,, k(c, B)).
Recall that C is invertible, so taking the image of C(GRS,, x (¢!, ') and C(GRS,, x(a, 5))
under the map corresponding to multiplication by C~! gives us that GRS, x (o, ') 2

GRSy, 1(a, B). Since these GRS codes are vector spaces of the same size, the inclu-
sion is an equality.

Case-3 Equality

Let pi,v,0,7 € Fym such that ur # ov and define o € [}, such that o] = gz’iz
for all © = 1,...,n. Define the vectors A,y € F.. such that \; = pa; + v and
vi = oa; + 7 for all i = 1,...,n. Next, define 7/ € Fp.. by v = vt We've
already shown through Case-1 and Case-2 Equalities that for A, v,and +/, there
exist vectors b,b', 0" € Fp.. such that

GRS, 1(a, ) = GRS, x(A\,b) and
GRS, (o, B) = GRSy (7, V) = GRS, x(v, V")

Maintaining that ur # ov, if we also impose p, o # 0, then
_ (. =1 -1
a;:,ual—i—uzuo (ca; +7)+v —po T:MJ_l_’_I/ no T
oa; + T oa; + T oa; + T

1

Define z := puo~! and z := v — uo~'r. By Case-1 Equality, there exists 5’ €

(Fjm)™ such that
GRS, k(a, B) = GRS, (7, V") = GRS, 1 (d', ).

We composed Case-1, Case-2, and then Case-1 Equalities in order to get this
result. By the relation of the equivalent parameters to the original parameters in
those cases, 3 may be chosen such that

Bl = 6Bi(oca; + 1)~ (n7k-1 H [—(oa; +7) (o0 + 7))
J#i
for any § #0 Vi =1,...,n, and it satisfies the desired equality.

4

sagy =vyforalli=1,...,n By
Case-1 Equality, there exists a vector ' € (F,)" such that

GRS, ;(o, B) = GRS, (7, b") = GRS, (¢, 5').

We again composed Case-1, Case-2, and then Case-1 Equalities in order to get
this result. Hence, by the relationships between equivalent and original parameters
in these cases, any 3’ related to the original parameters such that

Bl = 6Bi(oa; 4+ 1)~ (k=D H [—(ocai + 7)(oay + 7)]
J#i

Now, if 4 = 0 and o # 0, we see that o =
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for any § # 0 Vi = 1,...,n satisfies the equality.

Finally, if p # 0 and o = 0, we see that o/, = £+ — r=1\, for all i = 1,...,n.
Note that 7 # 0 since ur # ov. Again by Case-1 Equality, there exists a vector
B’ € (Fpm)"™ such that

GRS, k(a, B) = GRS, (A, b) = GRS, x(/, 5').

We applied Case-1 Equality twice in order to get this result, so any 8’ related
to the original parameters such that 8, = 63; for any 6 # 0 and for alli =1,...,n
satisfies the equality. It’s easy to see that 8’ defined in this way also adheres to

Bi = 0Bi(oa; + 1)~ "I [ [ [=(oai + 7)(00; +7)]
j#i
for any § # 0 and for all i = 1,...,n for ¢ = 0 since 7 # 0.

This covers all possible choices of the scalars, u,v, 0,7 such that ur # ov, so
this proves Case-3 Equality. ([

It’s easy to see (especially given how we proved these case-equalities) that Case-
3 Equality encompasses both Case-1 and Case-2 Equalities. Hence, any pairs of
parameters that defines a GRS code that meet the conditions for Case-3 Equality
define the same GRS code.

4. GorrAa CODES

Goppa codes are the linear error-correcting codes that form the cryptographic
primitive of the longest-enduring variant of the McEliece public-key cryptosystem.
We will define Goppa codes and relate them to GRS codes, in particular inter-
preting them using a similar definition to Definition 3.1.1 for GRS codes. We will
also identify basic properties including those about their dimension and minimum
distance.

4.1. Properties of Goppa Codes. We will define Goppa codes and establish a
few of their basic properties, in particular in how they relate to GRS codes.

We first introduce a function we will need to define a Goppa code.

Definition 4.1.1. Let g € Fyn[x] be a polynomial of degree ¢ and let a € F}}... such
that a; # a; for all i # j and g(a;) # 0 for all ¢ = 1,...,n. The syndrome function
is a map S : F} — Fpm[x]/(g) defined by

Tr — a;

c— Z G (mod g).
i=1

We should be able to see that the choices for the entries of a guarantee that x —a;
is invertible in Fym[x]/(g). Since g(a;) # 0, we have that  — a; does not divide
g, meaning then that ged(x — a;,9) = 1. As a consequence of Bézout’s identity,
x —a; is invertible mod g. With this, we understand that (z —a;) ! is a polynomial
in the quotient ring Fpm [x]/(g) for alli = 1,...,n, a fact we will make use of shortly.
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Note that g is called the Goppa polynomial and a is often called the locator.
Following this definition, we may now define a Goppa code.

Definition 4.1.2. Let g € Fym[z] and a € F}.. be chosen as in Definition 4.1.1.
The Goppa code defined by the pair (a,g) is I'(a,g) = ker(S), where S is the
syndrome function based on the pair (a,g). More explicitly,

I'(a,g) = {CGF;Iinia. =0 (mod g)}

We may deduce some basic facts about the dimension and minimum distances
of Goppa codes from this definition.

Proposition 4.1.3. LetT'(a, g) be a kr-dimensional Goppa code defined by degree-t
Goppa polynomial g € Fym[z] and locator a € Fpym. The code’s dimension satisfies
kr > n —mt.

Proof. It is clear from its definition that the syndrome function is a IFp-linear
map. Note also that Fym[z]/(g) = Fh. = F*, so dimg, (Fym[2]/(g)) = mt. Since
I'(a, g) = ker(S), by the Dimension Theorem, we have

dimg, (I'(a, g)) = dimg, (F;) — dimg, (Im(95)).
But since Im(S) C Fpm[x]/(g), dimp, (F,m [x]/(g)) < mt, so we conclude

kr > n —mt.

The following proposition appears as part of Theorem 2.1 in [J].

Proposition 4.1.4. Let I'(a, g) be a Goppa code defined by degree-t Goppa polyno-
mial g € Fym[z] and locator a € Fym. The minimum distance of I'(a, g) is at least
t+1.

Proof. See []]. O

Given the relationship between the minimum distance of a code and the number
of errors it can correct, we understand that the larger a code’s minimum distance,
the more errors it can correct. The next theorem stated in [J] will reveal that
a certain kind of binary Goppa code will possess a greater lower bound on its
minimum distance, thereby making these codes more desirable in situations that
call for their error-correcting capabilities.

Definition 4.1.5. A polynomial is called separable if it has no roots of multiplicity
greater than one.

Theorem 4.1.6. Let I'(a, g) be a binary Goppa code defined by a separable degree-
t Goppa polynomial g € Fam[x] and locator a € F%,.. The minimum distance of
T'(a, g) is at least 2t + 1.

Proof. See Theorem 2.2 in [J]. O

Because a linear code C' with minimum distance d can correct up to % errors,

binary Goppa codes defined by degree-t separable Goppa polynomials can correct
up to t errors. A typical way to construct a Goppa code with this greater mini-

mum distance is to choose the Goppa polynomial to be an irreducible polynomial in
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Fpm[z]. Since irreducible polynomials of degree greater than one have no roots, this
ensures they are separable; hence, the last theorem applies. In fact, a Goppa code
constructed from an irreducible Goppa polynomial carries a special name: these
codes are called irreducible Goppa codes. Irreducible Goppa codes are very useful;
for example, the McEliece cryptosystem outlined in [B] is based a binary irreducible
Goppa code.

We will explore the link between Goppa codes and GRS codes starting with their
parity-check matrices. Consider the Goppa code I'(a,g) with syndrome function
S mapping ¢ — Y | —¢— (mod g). We will rewrite ﬁ as a polynomial p; €

Fpm[z]/(g) foralli=1,...,n.

1 t
= > pjaa’ T =ipi(a)
j=1

Tr — a;

Hence, for all codewords ¢ € I'(a, g),
n t
S(c) = Zci ijvia:jfl =0 (mod g).
i=1  j=1

Define the coordinate isomorphism on the standard basis of Fpm[m]/(g) as ¢ :
Fpm[m]/(g) = Fhm such that
¢ fi
Vf(@) =D fir' € Fpe[ml/lg), @(f)=|:
=t e
We can see that each codeword of I'(a, g) satisfies ¢ € F)y and S(¢) =0 (mod g).
This latter condition is equivalent to the following.

¢~ op(S(c)) =0 (mod g)

n D1
— ! Z ¢ | =0 (mod g) by the linearity of ¢
=1 Dt i
n pl,z_
= Z ci| + | =0 since o™t is injective
=1 Dt
P11 -+ DPin c1]
p2.,1 p:{,n C2 _0
Pt1 - Dtn Cn |

This means the vectors in the kernel of this last matrix that are also in ) are
the codewords of I'(a, g). Define

P11 -+ Pin
P21 .- D2n

DPt1 v DPt,n
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Explicitly, ker(H) NF} = I'(a,g). However, H has a familiar form, which will be
revealed by following the development from Section 2.4 of [J].

‘We notice that

1 g(.’t) _g(ai) ( 1

g(a;)™

Tr — a; xr — a;

(mod g) Vi=1,... k.

pi(x) =

Write out g(x) as the following polynomial: g(z) = ZE:O gixt. With this, we
may rewrite p;(x).

t ; j
ijo g; (2’ —aj)

pilr) = === ———g(a)"" (mod g)
=-> 9 (Z wj‘l‘lai-> g(a:)™" (mod g)
Jj=1 1=0

Comparing the coefficients of each power of x in this expression to those of
pi(x) = Zz.zl p;ix? 1, we get the following set of equalities.

pri = —(g1 + g20; + - + gtazfl)g(ai)fl
p2i = —(92 + gsa; + -+ gta§72)g(ai)_1
Pi—1, = —(gt—1 + gra;)g(a;) ™

pri = —(g¢)g(a;)™"
But this then identifies the values of the parity-check matrix H.

=Ygl tglan)™h L =Y giadtg(an) !
I—2 -1 N\t =2 -1
H— _ijg 9]‘1.1 g(a1) Ej:l g]a.% g(an) — UKC
—g1g(ar)’ . —gtg(an) !
We define
(gt —gt-1 —gi—2 -9 ai™' ah! al!
U 0 =9t —gt 92| ai™? ab? al=?
00 0 —g, 11 1
-9(a1)_1
. g(ag)™
I g(an)™!

Note that deg(g) = t implies that g; # 0. Because U is upper-triangular, its
determinant, which is the product of its diagonal entries, therefore cannot be 0,
meaning U is invertible. Hence, we will have I'(a, g) = ker(KC) N[} as well since
for any vector z € Fy..,

UKCzx =0 «<— KCzx =0.
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For the same reason, if we multiply KC by any permutation matrix from the left,
because permutation matrices are invertible, the kernel of this product intersected
with [y, will also be T'(a, g). One such product will be K’'C such that

1 1 o 1

K’ a1 a9 . Ay
t—1 t—1 t—1

aq ay . a,

However, notice that by the discussion following Remark 3.1.8, K'C is a parity-
check matrix for a GRS. The particular GRS code of which it is a parity-check
matrix is GRS, («, 8) such that t =n — k, o = a, and

B! H(ai —oy)  =gla) ! = Bi= Hg(aa:)—a Vi=1,...,n
J#i J# J
by Proposition 3.1.7. Choosing « and § as just described, we see ker(K'C) =
GRS, k(, B), meaning then that I'(a, g) = GRS, r(a, 3) NFy. This is the key re-
lationship between Goppa codes and GRS codes: Goppa codes are subfield subcodes
of GRS codes. We’ll state this formally as a proposition.

Proposition 4.1.7. Consider the Goppa code T'(a,g) defined by degree-t Goppa
polynomial g € Fym[z] and locator a € ¥} This code is the subfield subcode of

GRS, k(a,B) such thatt =n—k, a =a, and §; = Hg% forali=1,...,n.

g XTI
Proof. We have proven this with the above discussion. O

We should note that the family of codes wherein each member is a subfield
subcode of a GRS code carries a special name.

Definition 4.1.8. An Alternant code is a subfield subcode of a GRS code.

It’s important to note that by what we’ve shown, a Goppa code is necessarily
an Alternant code, but this does not imply that an Alternant code is a Goppa
code. A particular relationship given in Proposition 4.1.7 between the parameters
of a Goppa code and its corresponding GRS code must be satisfied in order for
the subfield subcode of the GRS code to be a Goppa code. Returning to this
relationship from Proposition 4.1.7, we see that the n entries of 8 are determined
by the t+1 < n coeflicients of ¢ (along with the entries of a), so there’s less freedom
of choice in choosing g for a GRS code whose subfield subcode is a Goppa code than
there is in choosing ( for an arbitrary GRS code. We won’t prove this rigorously
here, but one can be made to believe that as a result, we can define a GRS code
whose subfield subcode cannot be a Goppa code.

4.2. Reinterpreting Goppa Codes. With the knowledge that a Goppa code is
a subfield subcode of some GRS code, we will use the polynomial-evaluation defi-
nition of GRS codes to develop an analogous characterization for Goppa codes.

The main tool we will use to develop this characterization is the following result
given as a part of Theorem 1 from [SB].

Theorem 4.2.1. Let GRS, i(a, ) be a (n,k) GRS code whose subfield subcode is
a kr-dimensional Goppa code I'(a, g). If G is a generator matriz for GRSy, (o, ),
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then there exists a matric T' € Mg, (Fpm) such that a generator matriz Gr for
[(a,g) can be expressed as Gr = GT'. Furthermore, T' can be found from « and (3.

Proof. See [SB]. O

We will now give the polynomial-evaluation characterization for a Goppa code.

Proposition 4.2.2. Let I'(a,g) be a (n,kr) Goppa code that is the subfield subcode
of GRSy, 1(cv, B) where these codes satisfy the relationship outlined in Proposition
4.1.7. We have that

F(a’g) = {(61Q(a1)’ te 7671(](@71)) HIS P}

where P is a Fp-linear subspace of Pr_1(Fpm) that is of dimension kr and P can
be determined from a and (3.

Proof. Let G be a generator matrix for GRS, x(a,3) and let C; denote its i‘"
column. By Theorem 4.2.1, there exists a matrix I' € M. (Fpm) such that GI'
is a generator matrix for I'(a, g). Let ; ; denote the (i,5)"" entry of T'. Explicitly,
we write out the generator matrix GI'.

71 Y2 ... vl kr
Gr—jo G .. o] | e o Rk
71;,1 ’71;,2 e “Yk;kr

= {Zf:l'ﬂ,loi Sy vi2Ci Ef:ﬂi,krci}

But since GRS, k(a, 8) = {(Bip(ar), ..., Bup(an)) : p € Pr_1(Fpm)}, each col-
umn Cj; is a basis vector of this code, meaning that we can write it as

Bipi(ar)
Bapi(az)

P =

Bnpi(an)
for some p; € Pi_1(Fpm) such that {p;(x) :i=1,...,k} is a basis for Px_1(Fpm).
With this, we write the j** column of GI' is
k
b1 22:1 Yi,jpia1) B1g;j(a1)
B2 Zizl %’,jpi(aQ) 52%‘(‘12)

k

(GI); = Z%‘,]Ci =
i=1 : :

Bn Zf:1 %',jpz'(an) ﬁn%‘(an)

such that ¢;(z) := (Zle %in) (z) € Pr—1(Fpm). Thus, we can associate the ;"
column of GI' to a polynomial g; € Py_1(Fpm).

Since each codeword of I'(a,g) can be expressed as a linear combination over
F, of the columns of GI', we have for all codewords ¢ € I'(a,g), there exists
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ALy ..y Agp € Fpy such that

B1gj(ar) b Efil)‘jqj (a1)
3 z | P29te2) B2 (521 Maj ) (a2)

6nQ' [£2% k .
]( ) /Bn (Zjil >‘ij> (an)
We see that ¢(x) := (2521 )\jqj) (z) € spang {1, ..,k }. Thus, we've shown for
each codeword ¢ € I'(a, g), there exists a polynomial ¢ € spanFP{ql, .« oy Qkp } such
that ¢ = (B1q(a1), ..., Bnq(ays)). Hence,

I(a, 9) € {(B1g(ar), ..., Bnglan)) : q € spang {q1, ..., qi}-

The inclusion in the other direction is immediately apparent since span]Fp{ql, N
Py_1(Fpm). Defining P := sparqu{ql7 .y Qkr }, we finally get

T(a,g) = {(B1q(ar), ..., Bnqlan)) : ¢ € P}.
O

Note that to explicitly determine P, we need to know the basis used to form
the generator matrix G and then we need to use this along with the GRS code
parameters o = a and 8 to identify I by Theorem 4.2.1. By the discussion fol-
lowing Proposition 3.1.6, we can take G to be the canonical generator matrix for
GRS, k(a, B), meaning we can explicitly construct it given a and 3. Hence, we can
determine P given a and .
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Part 2. Attacks on the McEliece PKC
5. THE McELIECE PKC AND THE TwoO CLASSES OF ATTACKS AGAINST IT

We briefly outline the scheme for a McEliece PKC and we describe the two
main classes of attacks against it, message attacks and structural attacks. The
complexity of the best known message attacks is considered, ultimately motivating

us to explore in more detail structural attacks as a means of cryptanalyzing the
McEliece PKC.

5.1. The McEliece PKC. We reiterate the general form of the cryptosystem
McEliece introduced in [M].

Algorithm 1: The McEliece PKC

e Private Key

— G, an x k generator matrix for a (n, k) linear code C

— S € GLi(Fpm ), the scrambler matrix

— P, an x n permutation matrix

— D¢, an efficient error-correction algorithm specific to the code C' that
can only be used if one has knowledge of G

e Public Key

— M = PGS, which is the generator G that has been masked by P and
S. In fact, M is a generator matrix for P(C) given that the
invertibility of S implies Im(GS) = Im(G) = C.

— t, the number of errors C can correct

e Encryption

— We generate ciphers from plaintexts, which are k-tuples over Fym.

— To generate a cipher ¢ from a plaintext m € F’;m, we first choose a
vector z € . such that w(z) =t and then we encode m as a
codeword of P(C) that has been damaged in the non-zero entries of z
as follows:

c=Mm + z.

e Decryption
— To decrypt a cipher ¢, we first calculate

=P lce=GSm+P !z
We notice that because Im(GS) = C and w(P~12) =¢, ¢’ is a
codeword of C' that has been subjected to t errors.
— Because C can correct t errors, we apply the error correction
algorithm to ¢/, recovering D¢ (¢') = GSm given that d(¢/, GSm) = t.
— Let G denote a left inverse of G. We recover the plaintext with a
final calculation:

SilGL]GSm =m.

At the heart of the McEliece cryptosystem is a trapdoor one-way function. The
one-way function is the application of ¢ errors to a codeword of a linear code C.
Indeed, the one-wayness of the function comes from the fact that identifying if there
is a codeword in a binary code C of distance at most ¢ to a given vector y € Fy
corresponds to a N P-Complete problem. This problem is equivalent to identifying
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for a given (n,k) binary code C' and vector y € F} with syndrome s € Fy=% if
there is an error vector z € F4 with the same syndrome s such that w(z) < ¢t and
y = ¢+ z for some codeword ¢ € C. This latter problem was proven to be N P-
Complete in [BMT]. The trapdoor is the code-specific, efficient, error-correction
algorithm Dg.

5.2. Classes of Attacks Against the McEliece PKC. Attacking the McEliece
PKC means trying to decrypt a McEliece cipher without access to the private key.
The two primary strategies to accomplish this are encompassed in the two following
classes of attacks:

e message attacks, which replace the trapdoor with an efficient, generic error-
correction algorithm;

o structural attacks, which consist of ad hoc methods to reconstruct the gener-
ator G given the information gleaned from the public key, thereby granting
an attacker access to the trapdoor.

We will now briefly study message attacks by examining the complexity of the
best known generic error-correction algorithm, which is Information Set Decoding
(ISD). ISD solves problems from the family of Computational Syndrome Decoding
(CSD) problems, which we define using the following definition from [T'S].

Definition 5.2.1. The Computational Syndrome Decoding problem considering
the input (n, k, t) is denoted C'SD,, j; and it consists of correcting t errors applied
to a codeword of a binary (n, k) code.

When the code C' in the definition of the McEliece PKC is a binary code, its
cryptographic primitive is exactly a computational syndrome decoding problem.
Consider a McEliece scheme based on a (n, k) binary code C that can correct ¢
errors where ¢ = o(n). Hence, by the result of [TS], for any variant of ISD, the
expected number of binary operations needed to decrypt a cipher from such a
McEliece scheme is O(2¢(+°(1)) where ¢ = logzﬁ such that R = limnﬁm%.
In [TS], it is noted that this result extends to the McEliece scheme based on binary
Goppa codes as the error-correcting capacity for such codes is ¢t = O(n/log(n)).
The McEliece scheme based on binary Goppa codes is the longest-enduring variant
and the one currently proposed for NIST’s PQC standardization project, so this re-
sult shows message attacks to be intractable against it given that the best instance
of such an attack is of exponential complexity.

Structural attacks, however, are in a position to better exploit the algebraic
structure of the particular codes used to form a McEliece scheme. As a result,
there are instances of structural attacks of polynomial complexity against McEliece
schemes based on codes other than Goppa codes (notably GRS codes and random
subcodes thereof) that can give an attacker access to the McEliece trapdoor. It
is for this reason and because of the intractability of message attacks against the
McEliece scheme based on binary Goppa codes that we will focus on structural
attacks in our analysis going forward.

6. THE SIDELNIKOV-SHESTAKOV ATTACK

The Sidelnikov-Shestakov (S-S) attack is a structural attack of polynomial com-
plexity that grants an attacker access to the trapdoor of a McEliece scheme based
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on GRS codes. We will present a slight modification to the S-S attack Wieschebrink
delivered in [W] that reduces its complexity. We will also identify a subset of the
family of Goppa codes for which a McEliece scheme based on any code from this
subset will also be vulnerable to the attack. Lastly, we will consider codes outside
of this subset and outline the difficulties of applying the S-S attack to a McEliece
scheme based on Goppa codes in general.

6.1. The Sidelnikov-Shestakov Attack on GRS Codes. We will begin by
adapting the McEliece scheme presented in Algorithm 1 so that the secret code is
a GRS code. For such a scheme, the private and public keys are as follows.

e Private key
— G, a n x k generator matrix for GRS, (e, )
— S € GLi(Fpm), the scrambler matrix
— (a, ), the code parameters
e Public key
— M = GS, the public matrix
— ¢, the number of errors GRS, 1 (c, 3) can correct

We note the primary differences between the above and its analogue in Algo-
rithm 1 is the removal of the permutation matrix P and the replacement of the
error-correction algorithm D¢ with the GRS code parameters («, 8). The former
change follows from a shift in our perspective as attackers. For the S-S attack,
we are satisfied with recovering a given message up to permutation from a cipher
since the permutation can be undone by methods based on the Support Splitting
Algorithm introduced by Sendrier in [S]. As such, the permutation matrix from
Algorithm 1 disappears into the generator matrix G as we may now think of a
permutation of the GRS code being the secret code. The latter change results from
the efficient, code-specific error-correction algorithms for GRS codes (as well as for
Goppa codes) being accessible immediately from the code parameters. Hence, the
goal of the S-S attack becomes to recover the code parameters from public key.

In fact, the goal of the S-S attack can be changed to the recovery of equivalent
parameters defining the same GRS code, as per the case-equalities outlined in
Theorem 3.2.1. Any error-correction algorithm for a (n,k) GRS code defined by
equivalent parameters (o, 8’) will apply to GRS, 1 (c, 8) because they are the same
codes. It is for this reason that we may start the S-S attack with the knowledge of
a part of the code parameters, as Wieschebrink suggests in [W].

Lemma 6.1.1. Without loss of generality, a; =0, as =1, and 5, = 1.

Proof. Take = (ay — a1)~", v = (—a1)(as — a1)~ ", and n = By '. These satisfy
p;m # 0. Define o/, 8" € F),n such that o = pa;+v and B; = nB; foralli =1,... ,n.
It is clear that o} =0, oy = 1, and ] = 1. Because it suffices to solve for any pair
of equivalent parameters to gain access to the McEliece trapdoor, we will instead
choose to solve for (o, 8’), which we already know in part. O

We will now present our slight modification of Wieschebrink’s presentation of
the Sidelnikov-Shestakov attack in [W]. Without loss of generality, by possibly per-
muting the rows of G, we assume that the first £ rows G are linearly independent.
We also assume that 2 < k < n — 2 so that we may proceed with the attack. We
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start by transposing M and bringing MT to its RREF form, denoted E(MT).

Ry
Ry
MT ~ E(MT) = [I|4] =
Ry,
By the first assumption, the first k x k submatrix of F(MT) is the identity.
Notice that we write E(MT) as a matrix of row vectors where R; denotes its i

row. Because Row(E(MT)) = Im(GS) = GRS, k(a, ), the rows of E(MT) are
codewords of GRS, 1(c, B). Hence, we write for all i =1,...,k,

R; = (Bipr, (1), .., Bnpr, (ay)) for some pr, € Pr_1(Fpm).

Because the first k& x k submatrix of F(MT) is I, we observe

L
(Ri)j = {072' #] Vi=1,....k, = pr,(e;) =0 Vje{l,...,k}\{i} since §; # 0.
|
This immediately implies (z — «;) | pr,(z) for all j € {1,...,k}\{i}, which,
because degree-1 factors are irreducible, implies [[;ccy iy (@ — ;) | pr.(2).
Given that deg(pgr,) < k — 1 and the degree of this product of degree-1 factors is
k — 1, pr, must be a non-zero scalar multiple of this product. Written explicitly,

PR, (T) =¢; - H (x —ay) for some ¢; € F ).
Je{l kR {i}

The strategy in the S-S attack to recover the code parameters is to divide non-
zero entries of the rows of E(MT) to get degree-1 rational functions in the entires
of the parameters and to solve for code parameters entry by entry. We begin by
recovering o.

Pick j € {k+1,...,n}. The quotient ((11;21)); simplifies as follows:

(R1);  Bipri (o) allep npy(@—ar)  ci(a; — ay)

(Ra);  Bipra(ay) 2 Hre{l,.‘.7k}\{2}<aj —ar) ey —ar)

We recall that we assumed a; = 0 and ay = 1, so gg;gj = 016(;2]0;)1). The orig-

inal attack presented by Wieschebrink had us make a guess for the value of 2—;,
but under the slightly stronger hypothesis that & > 3, we can compute it without
any guesswork in a fixed number of operations by Lemma 6.1.2. Thus, the only

unknown in this last expression is ;. Rearranging this equation to reflect this,
ca (B1); aj—1

we get 2 ), = ey which relates o; to known values by a fractional linear
J J

transformation. Fractional linear transformations are bijective, so we may uniquely

recover o for all j =k +1,...,n from these equations.

To recover «; for all i € {3,..., k}, we pick distinct values ji,j» € {k+1,...,n}

: . (R )j1 (R )j
and calculate the quotients Ri)jl and ¢ Ri)jz. We get

(Rl)jl _ C1Qj — &y and (Rl)jz _ €1 Qjy — O‘i'
(Ri)j, o «aj (Ri)j, ¢ aj
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Rearranging these expressions for % and then equating them, we get a an ex-

pression for a;.

g Bp _a e B)p o B)p (B 0y gy — o

aj, —a; (Ri)j, i oy —ai (Ri)j, (B1)jo (Ri)jy gy ajy —
The rightmost equation relates an expression consisting of known values to the

unknown o; by a fractional linear transformation since «j, # aj,, so we can use
this equation to uniquely solve for a; for all i =3,... k.

We will recover 8 in an approach that differs from Wieschebrink’s in [W]. First,
we divide the diagonal entries of F(MT), giving us

(Ri)i _ Pici H'r'e{l,.“,k}\{i}(ai —ay)
(Rj)j Bjcj HTE{I,.‘.,k}\{j}(aj —ozT)

Noticing that each element of the diagonal of E(MT) is 1 and taking ¢ = 1, this
last equation may be rearranged into the following expression:

for some 7,5 € {1,...,k} such that ¢ # j.

c1 HTG{Q,‘..,k}(_aT)
Bj = — .
¢ e iy (@5 — ar)
Since we solved for « already and by Lemma 6.1.2, the right-hand side is fully

known and can be calculated in O(k) operations. We use this last equation to
uniquely solve for §; for all j =2,...,k.

Next, we divide different non-zero entries of Ry. Pick j € {k+1,...,n} and
compute

(R1):  l-allep,. n0—a)

= = B = (),
(B);  BierIlreqe,.. py (@ — o) o re{y..,k}

—Qy

O¢j — Q)

Again, everything is known on the right-hand side of this last equation, which lets
us uniquely determine 3; for all j = k4 1,...,n. With this, we’ve recovered the
code parameters entirely. &

This improves the complexity of the variant of the S-S attack Wieschebrink
outlines in [W]. Wieschebrink’s suggestion to guess % and approach for solving
for S resultin his attack having both an expected and worst-case complexity of
O((n + p™k)k?). The approach outlined above reduces the complexity of the at-
tack to O(nk?), the complexity of row-reducing MT. We should however note
the difference in hypotheses: Wieschebrink’s original proposal only required k& > 2

whereas the above approach making use of Lemma 6.1.2 requires k& > 3.

The following lemma is what let us avoid the need to guess in the above attack.

Lemma 6.1.2. If GRS, k(e B) is a GRS code such that. 3 < k, then £ can be
computed in O(1) operations for alli=1,... k.

Proof. We start with the (n, k) GRS code over F,m GRS, (a, 8) and assume that
k > 3 so that any generator matrix of GRS,, r(«, 8) has 3 columns. Thus, E(MT)
has at least 3 rows, so we may divide the non-zero entries of row 1 of E(MT) by
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those of row 2 and likewise divide the non-zero entries of row 1 by those of row 3.
This gives us the following equations.

(F1); _cra;—1

Vie{k+1,...,n} and

(R2); 2 q
(Rl)j C1 aj; — Q3 .

== Vie{k+1,...,n
(R3); 3 o 7ed J

We recall that we assumed a; = 0 and as = 1. We can then rewrite these
equations as follows.

((Rl)j _ Cl) <01>_1 =—a; Vje{k+1,...,n}

(R2)j C2 Co
(R1); a)(a - o _
((RS)j C3 c3 Qg = T4 Vj € {k+1,,n}

Equating the top and bottom expressions for —a;, we get

() (@) ) e

-1 ~1
c c —1 Ri); o (R1)j4x
Define z := (j) Y = (i) , 2=y, a = ﬁ, and b; := ER;;J:

Finding £¢ amounts to solving for x in the following equations where a; and b; are

C2

the known values.
ajx—1=(by—1)z Vje{l,....n—k}
By rearranging for z and equating the zs, we get
arx—1  ax—1 Ay —

1
= =ee e T —m—m,m, ,, 0.
bly —1 bgy —1 bn—ky —1 7&

Of course, we are assuming b;y — 1 # 0 and ajz — 1 # 0 for all j. However, if
there exists some j € {1,...,n — k} such that one of bjy—1=0or ajz—1=0,
then the other would also necessarily hold since z # 0, so we have a solution for x
as desired.

From the leftmost equality, we get
(arz — 1)(boy — 1) = (agz — 1)(bry — 1)
<~ (alng — by + b — CLlex)y = (a1 — ag)x

(a1 —ag)x
(a1bs — agby)x + by — by

= y=

The last if and only if holds because aijbox — bs + by — agbix # 0. Suppose for
a contradiction that it were 0. This implies (0)y = 0 = (a1 — az)x by the second

line above. Since Eg;;j + Eg;;l for all i # j € {k+1,...,n}, we have a; # a; for

-1
all ¢ # j. Thus, we must have z = 0. But since z = (C—1> is invertible, z € Fjm,

Cc2
which means x = 0 is a contradiction.
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Using distinct 4,5 € {2,...,n — k} and the above equation for y, we can recover
x. We start with the equality

air—1 ajo—1
biy—1  bjy—1
Proceeding as before, we write
(aiz — )by — 1) = (aja — Dbz — 1)
= (aibjy — ajbiy + a; — ai)r = (b; — bi)y

bj — b;
aibj — ajbi + (aj — ai)y* '
This last if and only if holds because a;b;y — a;b;y + a; — a; # 0. If it were 0,

then, again, we have 0 = (b; — b;)y. For all l € {3,... k}, ((}1%)); 7 Egi))l Vi#je

—1
{k+1,...,n}, so b; # b; for our choice of distinct 4, j. This implies y = (C—l) =0,

c3

— T =

which of course is a contradiction since y € F;m.

Substituting our previous expression for y in the place of y~!

sion gives

in this last expres-

b — b

xr = .
aibj _ ajbz‘ + (aj _ ai) ((albz—a2b1)$+b1—b2)

(a1—a2)z

From this expression for z, we find

x [aibj — (ljbi + ((lj — ai) (

ai1bs — asby + (bl — bg).’lﬁ_l
— b b,

a1 — a2

(aj — ai)(albg — agbl)
a; — az

:| xr = bj—bz"" (aj — ai)(bz — bl)
a1 — az

() = |ty - ah) +
Finally, we write

(b; — b)) + (aj=a;)(b2=b1)

a;—az

(aib; — a;b;) + La=adlmbezasby) -

a1—az

€r =

We conclude this because (a;b; — a;b;) + w # 0. Recalling that
we derived all preceding equations from the equality
aix—1 ax—1 ax—1 ax—1
biy—1  byy—1 by—1  bjy—1’

which we may rewrite as

ar—1 biy—1 byy—1 ajz—1
ax—1 by—1 by—1 amx—1’

we can view these as fractional linear transformations in z.
Consider the maps = — Z;ij and  — ZJ ;j . These are fractional linear trans-
formations since a, # as if and only if (—1)a, # (—1)as for all r # s. This means
they are bijective, so there exists a unique value of x satisfying this equality and any
equations derived directly from it. In particular, this means there is a unique value




A CONSIDERATION OF ATTACKS AND THEORY IN CODE-BASED CRYPTOGRAPHY 39

of x satisfying (x). Suppose for a contradiction (a;b; —a;b; )+ {L=2)larbazasb) _

ymng . PP 1Vj ) a1—az .

The right-hand side of (x) may be zero or non-zero. If it is non-zero, then (x) has no

solutions for x, which is a contradiction. Likewise, if it is zero, then each element in

Fpm is a solution, which is also a contradiction. Thus, we conclude the expression
for x, which gives us an explicit expression for o by reciprocating.

We now move on to finding an explicit expression for < for all i € {3,...,k}.

0

Let i € {3,...,k} be given. Dividing the non-zero entries of Ry by those of Ry and
dividing the non-zero entries of R; by those of R;, we get

(B); coj—1
(R2); 2«
(R1)j _ 1oy —ay
(Ri);
By the same development as in the case where i = 3, we get

) () ) e

-1 —1
Define z := (C—l) LY = (ﬂ) ,zi=apt dj = Bu)pen and fi = (Ba)s+i

Vie{k+1,...,n}

vie{k+1,...,n}

C2 ¢ T (R2)j4r’ T (Ri)jek
Using these definitions, we rewrite the preceding equations as follows.
dix—1 _ dox — 1 L dp_px —1 20,
fhiy—=1  fay—1 frn-ky —1

Of course, we assume djz —1 # 0 and fjy — 1 # 0 for all j, but if this weren’t
true, we'd already have our desired expression for y. From the leftmost equality,
we get an expression for y:

(d1 —dg).’E
difo—dafi)z+ fr — fo

Given that we have an expression for z, we know everything on the right-hand
side of this equality. Reciprocating, we get an explicit expression for - in terms of

known values:
o (h—f)g+difa—dafy
(& B d1 — dQ )

=1

(]

6.2. The Sidelnikov-Shestakov Attack on Full-Rank Goppa Codes. When
the secret code of a McEliece scheme is a Goppa code of maximal dimension, the
S-S attack can be applied to such a scheme to recover the code parameters.

Proposition 6.2.1. Consider a McFEliece scheme based on a full-rank Goppa code.
The S-S attack can be applied to this scheme to recover the Goppa polynomial and
locator with the exact same complexity with which the S-S attack can recover the
parameters of the corresponding GRS code.

Proof. Consider a McEliece scheme based on a (n, k) full-rank Goppa code T'(a, g)
such that T'(a,g) = GRS, x(a,8) NFy. We note that the public matrix M and
the private generator matrix G both generate the secret Goppa code. By Lemma
2.1.15, I'(a, g) being of full-rank implies I'(a, g) ® Fpm = GRS, 1(a, §). By Lemma
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2.1.13, any basis for I'(a, g) will also be a basis for GRS, k(a, 3), so both G and
M will be generator matrices for GRSy, x(a,3) (if viewed as matrices over Fym).
Hence, the private-key-public-key pair of this McEliece scheme corresponds exactly
to one for a McEliece scheme based on a GRS code, the latter of which we’ve
shown is vulnerable to the S-S attack. Thus, the S-S attack applies perfectly well
to a McEliece scheme based on full-rank Goppa codes to recover the parameters
(a, ), the code parameters of GRS,, x(a, 3).

However, we recall that the Goppa polynomial g is related to (a, ) by g(a;) =

Bjll14;(a; — ar). Having recovered (a,3) we may reconstruct g by Lagrangian
interpolation as follows.

o) =3 T~ [ (_—l)

i=1 i I#£i
n

=2 sill@-a)
i=1  1#i

This, of course, follows from recognizing that g passes through the n points
D := {(ai, Bi H#i(ai — aj)’1> i=1,... ,n}. It is also possible to reconstruct
g through Lagrangian interpolation using a subset of ¢ + 1 points from D given
that deg(g) = t. In any case, because Lagrangian interpolation over a set of size
n has complexity O(nlog(n)), the addition of the recovery of g to the S-S attack
presented before means the complexity of recovering the code parameters for a
full-rank Goppa code is also O(nk?), the same as for a GRS code. O

In fact, by Corollary 2.1.17, we can also characterize GRS codes with subfield
subcodes that are full-rank Goppa codes as being Gal(p™, p)-invariant. Hence,
the S-S attack is successful on any Goppa code defined as a subfield subcode of a
Gal(p™, p)-invariant GRS code.

While, from an attacker’s perspective, it is heartening to see that any McEliece
scheme based on a full-rank Goppa code is vulnerable to the S-S attack, we will show
that such codes lead to an insecure McEliece scheme for another, more concerning
reason. Consider a Goppa code T'(a, g) defined by the degree-t Goppa polynomial
g € Fpm[z] and the locator a € Fy... As a consequence of the GRS-Goppa code
relationship detailed in Proposition 4.1.7, T'(a, g) is a subfield subcode of a GRS
code GRS, i(a, B), where notably k = n —t. Let d denote the minimum distance
of I'(a,g). By Proposition 3.1.5, GRS, ;(«a, 5) is MDS, so because I'(a,g) is a
subcode of GRS, ;(a, ), we may place a lower bound on its minimum distance:
d>n—k+1=t+ 1. Thus, we conclude the maximum number of zero positions
in any codeword of I'(a, g) is

n—d<n—-—(t+1)=k-1.

This isn’t surprising. It’s the exact same bound we got by considering the poly-
nomial interpretation of the Goppa code from Proposition 4.2.2,

I(a,9) = {(A1q(ar), ..., Bnalan)) : ¢ € P},
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with P a F,-linear subspace of Py_1(F,m) as defined before. For each codeword in
I'(a,g), the polynomial ¢ associated to it has at most k — 1 roots, translating to the
codeword having at most k — 1 zeros.

Goppa codes are linear, so by the Singleton bound,
n—k+1<d<n-—Fkpr+1.

Clearly, if kpr = k, then I'(a, g) is MDS. This fact about a full-rank Goppa code is
what we will use to show it is unsuitable for a McEliece scheme. The unsuitability
follows from this next proposition.

Proposition 6.2.2. Let C be a (n,k) code and suppose it is MDS. All columns
of the systematic generator matriz for C will therefore be of minimum Hamming
weight.

Proof. Let G be the systematic generator matrix for C and let ¢ € {1,...,k} be
given. We know that

1, j=i ,
(Gl)j—{o’ Iy vie{l,... k}.

Using d to denote the minimum distance of C'; we have d = n — k + 1, since C'is
MDS. The linearity of C implies that each column of G must have Hamming weight
greater than the code’s minimum distance: w(G;) >n—k+1foralli=1,... k.
But for each column G;, we have [{j € {1,...,k} : (G;); # 0}| = 1, so for the
inequality to hold, we must also have (G;); # 0 for all j € {k+1,...,n}. Thus,
we conclude w(G;) =n—k+1=dforalli=1,... k. O

Corollary 6.2.3. Any binary, full-rank Goppa code can correct at most 1 error.

Proof. Consider a binary, full-rank Goppa code I'(a, g) of dimension k with a gen-
erator matrix M. The RREF form of MT will be the transpose of the systematic
generator matrix for I'(a, g), written

E(MT) = [I;]A]

such that A € My, (,—x)(F2). By the last proposition, since I'(a, g) being of full
rank means it is MDS, every entry of A is 1. For any two rows R; and R; such
that ¢ # j, we have R; + R; € I'(a, g), but since the last n — k positions of R; + R;
are all 0, w(R; + R;) = 2. Because the minimum distance is d = ¢t + 1, we must
have 2 > t+ 1, which implies that ¢t = 1. As a consequence of Proposition 4.1.4 and
Theorem 4.1.6, a Goppa code can correct at most % errors and a binary, separable
Goppa code can correct at most ¢ errors. Thus, if I'(a, g) were separable, it could

correct at most ¢t = 1 error; else, it could correct no errors. [l

Note that this result does not extend to non-binary, full-rank Goppa codes. The
sum of any pair of rows I; and R; of the RREF form a transposed generator matrix
for such a code will not necessarily be a codeword of weight 2 precisely because we
can’t ensure (R;); = (Ri)fl forall I =k +1,...,n as we could in the binary case,
where (R;); = (R;); = 1.

Since all practical implementations of a McEliece scheme based on Goppa codes
call for the code to be binary, the last corollary ensures that a full-rank Goppa



42 FILIP STOJANOVIC

code used in practice can correct at most 1 error. Availing oneself of the S-S attack
to correct the errors added in generating a cipher possesses little advantage over
a message attack on such a McEliece scheme. Indeed, since at most 1 error was
added in creating a cipher, an attacker only needs to check at worst n different
vectors in F4 to correct the error without needing the code-specific error-correction
algorithm, whereas the recovery of the code parameters for a full-rank Goppa code
alone needs O(nk?) operations. Both approaches will identify the error vector z,
after which point the message (up to permutation) can be recovered by identifying
a left inverse of GS. We illustrate this by letting ¢ € F§ denote a cipher generated
by a plaintext m € F§ and by noticing the following:

c=GSm+z = m=GSr(c—2).

Finding a left inverse of GS amounts to row-reducing a n x k matrix, which can
be done in O(n%k) operations. If we follow this model and neglect the complexity
of applying the code-specific error-correction algorithm (which is valid given that
the complexity of the decoding algorithm is o(n?) as can be gleaned from the its
complexity breakdown in Chapter 3 of [Bi]), the complexity of the structural at-
tack required to recover m is O(n?k) whereas the complexity of the message attack
required to accomplish the same is O(n®k). Their complexities are comparable, so
a McEliece scheme based on binary, full-rank Goppa codes is susceptible to both
structural and message attacks. However, in practice no McEliece scheme would
use a Goppa code capable of correcting only one error; indeed, ¢ is chosen to be far
larger in the McEliece parameter sets proposed in [B], so practical implementations
of McEliece aren’t vulnerable in this way.

6.3. The Sidelnikov-Shestakov Attack on (k-1)-Dimensional Goppa Codes.
We consider a McEliece scheme based on a Goppa code I'(a, g) = GRS, 1 (a, 8) of
dimension kr = k — 1. We will elaborate on the progress we can make in adapting
the S-S attack to this scheme and, ultimately, why it is difficult to do so for any
McEliece scheme based on Goppa codes that are not of maximal dimension.

Recall by Proposition 4.2.2, I'(a,g) = {(B1q(a1),...,Bnq(an)) : ¢ € P} where
P C Pr_1(Fpm) such that P is F-linear and dimg, (P) = kr = k—1. For a McEliece
scheme based on I'(a, g), the public matrix M and the private generator matrix G
both generate I'(a, g). The goal of the S-S attack is the recover the code parameters
(a, g), which by the discussion in Section 6.2 is equivalent to recovering the code
parameters of the corresponding GRS code GRS, (a, 3). We can see that Lemma
6.1.1 applies similarly here and that we need only recover equivalent parameters for
GRS, k(a, B) in order to access the efficient decoding algorithm for I'(a, g).

Lemma 6.3.1. Without loss of generality, ay =0, as =1, and p; = 1.

Proof. By Lemma 6.1.1, there is a GRS code defined by equivalent parameters
(a/, 8") such that GRS, i (a,8) = GRSy k(a’, ") where a} =0, ab =1, and 3] = 1.

Let I'(a’, g') = GRS, x(a’, ') NF} where g' satisfies

g'(a}) = B H(a; —ay) Vj=1,...,n.
15
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But then I'(a, g) = GRS, x(a,8) NFy = GRS, x(a', ') NFy =T'(a’,g), so the
decoding algorithm for T'(a, g) is accessible for either pair of parameters (a, 5) and
(a’,8"). We will choose to find (a’, §'). O

To get a sense of where the difficulties for the S-S attack lie, we will try to apply
it to the McEliece scheme we’re considering. Again, WLOG, by possibly permuting
rows of G, we assume that the first kp rows of G are linearly independent. We
must again find the RREF form of MT, which will also have a systematic form by
our assumption.

Ry

Ry
M ~ E(MT) = [L, |4] =

Ry,
Since the rows are codewords of I'(a,g), we interpret them as such: for all i =
1,...,kp,
R; = (f1qr,(a1), ..., Bnar,(a,)) for some qr, € P.
As before, the zero entries of each row imply for all i =1,..., kr,
II @-a) @
Je{1,...kr ]\ {3}

The difference now is that because the product of degree-1 factors is a polynomial
of degree kr — 1 and deg(gr,) < k — 1, we don’t know if this identifies g, up to
scalar multiple as before. Indeed, our next proposition will show that for any
t =1,...,kr, qr, wWill be a scalar multiple of this product with low probability.

However, to complete the factorization of gr, using this product, we must introduce
another polynomial p; € Py_1(F,m) such that

k—kp
ar, (@) =pi(x)  [[  (z—a;) where pi(z) = > Ao,
je{l,....kr )\ {3} j=0
By considering the RREF form of MT, we get for all t = 1,..., kr,

0, je{l,.... kr\{i}
Biqr,(aj) = {1, j=i
( i)j7 je{k’r-i-l,...ﬂ’L}
0, jed{l,.... kr\{i}
= pile;) ]I (-a)=q87" j=i

le{1,... ko \{i} B (Ri)j, jefkr+1,...,n}
From these, we are able to glean some useful equations about p;.
B! C_
M, rprn@—an =1
pi(a;) = e B;{(}I\%{i)i

e, epngay(ai—ar)? ] € {kr +1,... ’n}

It would appear we have no information on the degrees of the row polynomials

gr,, but this changes in the binary case, as is summarized in the following proposi-
tion. Indeed, the information we know is particularly relevant when kr = k—1, but
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it more generally shows that the product [[;cqq o3 (® — @) will very rarely
identify gr, up to scalar multiple.

Proposition 6.3.2. Let T'(a,g) be a (n,kr) Goppa code over Fo that is a sub-
field subcode of a GRS code of dimension k > kp. There exists at most one
i€{1,...,kr} such that deg(qr,) = kr — 1.

Proof. Leti € {1,...,kp} be given. We have gg, (z) = (Hle{l ’’’’’ ke i) (T — al)) pi(x).
We also developed the following equations.

Bt S
H ,,,,, ¢ : i (ai—ay) ] =1
pilag) = TSR, e (ke 1
e, rpingay(@i—a) ) J E{ r+ ,...,n}

Notice that deg(qr,) = kr — 1 if and only if p; is constant and non-zero. But we
know p; is constant if and only if

Bt _ B (R);
Hle{l,...,kp}\{i}(ai — ) Hle{l,...,kp}\{i}(aj —a)

VjE{k‘r-i-l,...,n}.

Since these equations give the equality of n — kp + 1 y-values, each for different
points p; passes through. The maximum degree of p; is k — kr < n —kp + 1, so the
converse direction holds as this guarantees p; is constant.

The above holds if and only if

B; aj —

Bi H L\ G —ay
le{1,....,kr }\ {7}

)Z(Ri)j VjE{kr+1,...,n}.

Recalling that j > kr + 1, we notice we can’t have (R;); = 0 or else it would
mean there exists some [ # j such that a; = a;, a contradiction. Also, this would
then force p; to be the zero polynomial, which we said it wasn’t. Since I'(a,g) is
binary, (R;); # 0 implies (R;); = 1. We get the following rearrangement.

5 (“J‘ - “l) _
Bi o NG — i
le{1,....kr }\ {4}

— B; I (a-a)=3 11 (ai — )
lE{l,...,kr}\{i} lE{l,.A.,kr‘}\{i}

Recall that g(a;) = B; [],;(a; — a;). With this, we rewrite the last equation as
follows.

9(a;) _ 9(a:)
hicprst, npngy(as — al)} (a; — a;) e ghrt1....my(ai = ar)
9(aj) _ —g(ai)

—

HlE{kr+1,...,n}\{j}(aj —a) Hle{kp+1,...,n}\{j}(ai —a)
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= glay) = - I %)

le{kr+1,...n}\{j} (ai —ay)

This holds for all j € {kp +1,...,n}. If there exists some i’ € {2,..., kr}\{i}
such that p; (z) is constant, then we must have

a; — Qap .
g(aj) = — H ((aj,_al)) gla;) Vje{kr+1,...,n}.
le{kr+l,...,n}\{j}

Therefore,
9(a:) = glaz) Vj € {kr+1,...,n},
Hle{errl,...,n}\{j}(ai —ar) Hze{krﬂ,m,n}\{j}(ai' )
and thus,
Ay — ag .
glay) = H (av —a) g(a;) Vie{kr+1,...,n}.

le (et () (% W)

Since g(a;) and g(a;) are just values in Fam independent of the choice of j, this

equation holding for all j € {kr +1,...,n} implies

I1 (v —a) _ 11 (ay —a) Vj, h € {kp+1,...,n} such that j # h.
l - (a; —ay) (ai —ar)
e{kr+1,....,n\ {5} le{kr+1,....n)\{h}

This implies

(r —an) _ (v =a5) g o {kr+1,...,n} such that j # h.
(ai —ap)  (a; —ay)

Since a; # a; because i # ', both the left-hand and right-hand expressions can
be viewed as fractional linear transformations in a; and aj, respectively. Define
the map T by z —» —2t%r

—z+a;
let j € {kr +1,...,n}\{h} be given. We want to solve T'(a;) = Z“=-". Since
T is bijective, there is only one solution to this equation. We see that by taking
aj = ap, we solve the equation, so a; = ay, is the unique solution. However, this is
a contradiction since a; # a; for all ¢ # j. Therefore, we can’t have two distinct

values of i,i € {2,...,kr} such that p;(x) and py (z) are both constant. O

The value of aj is some fixed number in Fom and

The direct application of this proposition to Goppa codes of dimension kpr = k—1
is that there is at most one row polynomial of degree k — 2. All others must be of
degree k — 1 and since all irreducible polynomials over Fom of degree one have roots
in Fom, this means these other row polynomials factor over Fom. More precisely,
we know the degrees of all row polynomials for a McEliece scheme based on such
Goppa codes and we know that at most one row polynomial gr, won’t admit an
additional, degree-1 factor p;.

(B1);
(R2);
j€{kr+1,...,n} (or the quotient of the same entries in any two different rows,

for that matter) will never simplify to a fractional linear transformation in a;, as

for some

Notice that as a consequence of this proposition, the quotient
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it did in the S-S attack on a McEliece scheme based on GRS codes. Instead, it
simplifies as follows:

(R); _ Bjam(a) _ P Theqr, ey (% —ar)  pi(aj)(a; — 1)
(R2);  Bjar.(a;)  p2(as) [ eqr,.. ey 23 (@5 — ar) p2(aj)(a;)

.....

(6.1)

For large enough k, it stands to reason that with high probability neither p; nor
p2 are constant, so we will be forced to assume this. The rightmost expression in
(6.1) is a rational function in a; of degree at most k — kr + 1 and at least 2. The
injectivity of this rational function is only guaranteed when it is of degree 1 since it
is a fractional linear transformation in this case, so we will not necessarily be able
to invert this function as we outlined in the S-S attack before in order to relate a;
to known values. Even then, inverting a high-degree rational function is difficult to
do. This blocks direct application of the S-S attack.

We will illustrate the difficulty of using (6.1) to partially recover a. Let r € Fom

such that pa(r) = 0. Define S : Fom \ {0,7} — Fam by the map x — %.

Suppose for all j € {kr +1,...,n} we are always able to identify S~* (Eg—;;j) and

that this preimage contains only 2 elements. However, both elements are equally
likely to be a;, so we have no better option but to arbitrarily take a; to be one
of these two values. Repeating this for all of j = kr + 1,...,n, we observe that
the partial recovery of ag, 41, ..., a, requires at worst O(2"~*r) operations in Fom

excluding the complexity needed to identify S—! (%) We immediately see that

it is intractable to use (6.1) to solve for a;; hence, the S-S attack cannot be applied
directly to Goppa codes that are not of full rank.

7. WIESCHEBRINK’S SQUARING ATTACK

Wieschebrink mounts a structural attack on a McEliece scheme based on random
subcodes of GRS codes in [W] that takes advantage of the polynomial-evaluation
interpretation of GRS codes and that the square (defined using the component-
wise product) of random subcodes of GRS codes will be a GRS code itself. We will
outline this attack for random subcodes of GRS and then show that this attack
doesn’t generalize to subfield subcodes of GRS codes (that is to say, to Alternant
codes).

7.1. The Squaring Attack. Consider the McEliece scheme using a random sub-
code of the code GRS, k(a, 3) of dimension k — ! over Fpm where [ is chosen to
be some value in {1,...,k — 1}. Following the model presented in Section 6.1, the
public matrix of this scheme will be M = GS such that G is a n x k generator
matrix for GRS, i(a, 5) and S is now a k x (k —1) matrix of rank k£ —1[ is a random
matrix of rank k — [. As usual, M is a generator matrix for the public code, but
the public code is now a (k — [)-dimensional subspace of GRS, (a, ).

At the risk of possible confusion with the degree of the field extension m = [Fpm :
F,], in order to stay consistent with Wieschebrink’s notation, we define m := k — 1.
Note that in the rest of this section, m will always mean k£ — ! and it will only ever
refer to [Fpm : Fp] when written as the exponent of p™ in Fpm. M is therefore
a n X m matrix whose transposed, RREF form E(MT) has rows Ri,...,R,,, to
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which are associated the row polynomials pg,,...,pr, € Pr—1(Fpm). Next, we
define the bilinear operation called the component-wise product (or Schur product)
as ok : Fpm XFpn — Fpm by axb — (a1b1,azbs, ..., a,by,). With this, we introduce

the square of a linear code C' as
o0 = spang ,, ({cxd: c,d€C}).

For a GRS code GRS, (a, 8) = {(Bip(a1), ..., Bup(cn)) : p € Pr_1(Fpm )}, its
square is

GRS (e, 5)? = spang , ({(Bipa(an), .., Brpa(an)) - p,q € Pr_1(Fym)})
C {(Bip(on),.... Baplam)) : p € Pop—2(Fpm)}

since for p,q € Py_1(Fpm ), we have p(z)q(x) = pg(z) € Pog_o(F,m) given the ring
structure of F,m[z], to which both p and ¢ belong. For 2k — 1 < n, the square is
contained in the GRS code GRS, 2x—1(c, 8') such that g’ := (3 * ﬂ. In fact, the
square is exactly this GRS code.

Before we show this, let us define the evaluation map and use it to prove an
intermediary result.

Definition 7.1.1. The evaluation map for a vector a € Fy.. is the linear map
evq : Fym[z] — Fpm given by p = (p(au), ..., p(an)).
Lemma 7.1.2. Consider the (n,k) GRS code GRS, (o, B) and let a basis for
Pr—1(Fpm) be {pi(x):i=1,...,k}. We observe that

GRS (0, 8)%) = {(Bip(r); ... B2p(an))  p € spang, . {p(@)py(x) 6 < j} }.

Proof. The D inclusion is straightforward. We will just show the C inclusion.
Let p,q € Pr_1(Fpm), so the vectors (3 * evy(p) and B * ev,(g) both belong to
GRS, k(a, B). We notice we have

(B % eva(p)) * (B eva(q)) = (Bip(ar)g(an),. .., Brplan)a(an)) -

This will be rewritten as follows.

k k k k
lest (Z /\ipi(al)> > ypilar) |y o, B (Z Ail%‘(‘%)) > vipi(an)
=1 Jj=1 i=1 j=1
= ﬂl Z Z Al,yjp’t pj Oél ey ﬂ2 Z Z Az’Yypz Dj an)

=1 j=1 =1 j=1

We can rewrite the polynomial appearing in each entry of (8*ev,, (p))*(8*eva(q)).
We see that

k J
Z Z >\z'7]p1 p] Z Z i+ )‘J’Yz Di - p] Z >\J7Jp]

i=1 j=1 j=11i=1

and this is clearly in spang ,, {pi - pj : i < j}. Hence, we may conclude

GRS,.i(0,8) € {(B2p(n)..... B2p(an)) : p € span,, {pi(e)p; () i < 3} }

which gives us the result. ([l
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Proposition 7.1.3. Consider the (n, k) GRS code GRS, (e, B) such that 2k—1 <
n. Defining 8’ := B x 3, we have

GRSy (o, B)*? = GRSy ap—1(ax, B).
Proof. Let the basis {p;(z) : i =1,...,k} for Py_1(F,m) used in the last lemma be
the standard monomial basis {1, z, .. ., xk_l}. It’s clear that the standard monomial
basis of Pz (IFpm ) will be contained in spang ,, {pi(2)p;(z) : i < j}, so by the last
lemma, we get

GRS»mk(Ol,B)(*Q) = {(B%p(al)7 s 7672Lp(an)) ‘pe PQk—2(Fpm)} .
Since 2k — 1 < n, this vector space is GRS, 2x—1 (e, 8'). ]

Wieschebrink considers two cases for his squaring attack in which we can recover
the code parameters to this random subcode of GRS, ; (e, §) of dimension m =
k — 1. We'll present the recovery of the code parameters in each case as separate
lemmas.

Lemma 7.1.4. Consider the (n,k) GRS code GRSy, k(cv, B) such that 2k <n — 2.
If M is the public matriz for a McEliece scheme such that it generates a random
subcode of GRS, (e, B) of dimension m = k — [, then we can recover (¢, ) with
high probability' using M.

Proof. We row-reduce the transpose of the public matrix to get F(MT), the ma-
trix whose rows we denote by Rjp,...,R,,. The code generated by the rows of
E(MT) is a subcode of GRS, x(a, ), so by the last proposition, the square of
spang  {Ri,..., Ry} will be a subspace of GRS, k(e 8)*? = GRS, 21 (v, ).
It is Wieschebrink’s claim in [W] that for C = Im(M), the probability that
Cc*2) — GRS, 2—1(a, 8") is very high. Recall that we associated each row R;
to a polynomial pg, such that R; = ev,(pg,) * 5.

It’s easy to see that the same development used to prove Lemma 7.1.2 applies
to C' as well, giving us

) = {(B2p(en)..... B2p(an) s p € spans,,, {pr, (@)pn, (2) : 1 <7< j < m}).

We can continue simplifying this.

2 — {ﬁ * eVa(p) * B x eva(q) : p € spang ,, {pr,;(z) : 1 < j <m}, g €spang ,, {pr,(x) :1 <0< j}}

m J
B * evy Z/\ijf * 3 % vy <Z'YipRi> A5,y € Fpm

j=1 i=1

m J
> Xi(Bxevalpr,)) | * (Z Vi (B * eva(}”ﬂ-))) 1 A5 € Fpm
j=1 i=1

by the associativity and bilinearity of * and the linearity of ev,

m J
Z/\jRj * (Z ’VZR2> : )\jv'Yi c ]Fpm
j=1 i=1

=spang ,, {R; * Rj : 1 <1< j<m}

1See [W] for a discussion on what is meant by “high probability”
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Thus, we can generate C'*2) by computing the component-wise product between
pairs of rows R; and R; forall 1 <7 < 5 < m. C®*2) will be the GRS code
GRS, 21 (v, B') with very high probability, so since dim(C*?) =2k —1 < n — 2,
we may apply the Sidelnikov-Shestakov attack to a generator matrix of C*?) to
recover o and 3, from which point it is easy to recover §. O

The other case where if 2k — 1 > n — 2, requires a somewhat different approach.
To tackle this case, we need the notion of a shortened code.

Definition 7.1.5. Let C C F}.. be a (n,k) code and let d € {0,...,k}. The

shortened code Sq4(C) is the code consisting of all codewords (s1,...,8n—aq) € Fz‘;d
such that (0,...,0,81,...,8,—4) € C.

Remark 7.1.6. It’s clear that if G = [Ix|A]T is the systematic generator matrix
for C, then the last k& — d columns of G restricted to their last n — d entries will
form a basis of S4(C).

We can now address the other case addressed by Wieschebrink.

Lemma 7.1.7. Consider the (n,k) GRS code GRSy, k(av, 8) such that 2k > n — 2.
Let M be the public matrix for a McEliece scheme such that it generates a random
subcode of GRSy, (o, B) of dimension m = k —1. If there exists and integer d such
that d <m —1 and 2(k —d) — 1 < n —d — 2, then we can recover (a, 8) with high
probability?using M.

Proof Sketch. Again, row-reduce the transpose of the public matrix to get E(MT),
the matrix whose i*" row is R; to which we associate the polynomial pg,. Again,
we define C' := I'm(M).

Let d be an integer and define the set I := {d+1,...,n} to be used for puncturing
the rows of E(MT) to generate a basis for the shortened code Sg(C) for some value
d satisfying d <m—1 and 2(k—d) —1 < n—d—2. Since E(MT) is the transposed
form of the systematic generator matrix for C', by Remark 7.1.6, a basis for the
shortened code S4(C) is {(Rg4i)1 : 4 =1,...,m—d}. Note that because d < m—1,
this really will be a valid shortened code. Also by Remark 7.1.6, a systematic
generator matrix for S4(C) can be defined as follows:

Ms = [(Ra+1)1" (Rat2)r’ .. (Ra)1'].
For simplicity, we will let S; denote the i*” column of Mg. We recognize that
(Oa cee 70a (Si)h R (Sz)n—d) cC g GRSn,k(avﬂ)'

Thus, we know the i*" column, S;, will have the form S; = (Bqr1p(ds1), - - - Bup(an))
for some p € Py_1(Fpm). However, the codeword from which S; is punctured is in
GRS, k(a, B), so we have

(O, e 70, (Si)h ey (Si)nfd) = (ﬁlp(al), ey Bnp(an)),

which means we must have p(o;) = 0 for all j = 1,...,d since 8; # 0 for all
j=1,...,n. Therefore, we may write
d
p(z) = h(x) H(w —a;) for some h(x) € Fpm[z] such that deg(h) <k —1—d.
j=1

2Again, see [W] for further details
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Thus, for all i =1,...,m — d, we have
d d
Si = Ba+1 H(ad+1 —aj) | Mlag1), .. | Bn H(an — ;) | h(ow)
Jj=1 j=1

Defining z := (/BdJrl H?Zl(adﬂ —a;),...,0n H?Zl(an - aj)) and o := (ag41,---

we can see that for each column, S; € GRS, _gx—dq(c/,2) foralli=1,...,m —d.
Hence, Sq(C) C GRS, —ak—a(c/, 2).

Picking C' to be a random, m-dimensional subcode of GRS, (e, §) is equiv-
alent to picking @ := {p1,...,pm} to be a random, linearly independent subset
of Py_1(Fym) such that C = {8 * eva(p) : p € spang , (Q)}. @ being randomly
chosen means that the basis {pg,,...,pr,, } of row polynomials, where these row
polynomials are all linear combinations of the polynomials in @, will also be a set
of m random, linearly independent vectors in Py_1 (Fpm).

Define the polynomial hg,(z) such that pg,(x) = hg,(z) H;l:l(x — a;). Since
PR, (z) is randomly chosen and H;l:l(x — «;) is a fixed polynomial defined entirely
by «, the randomness must come from hg,(z). Hence, {hg, : i =d+1,...,m} is
a set of randomly-chosen vectors in Py_4—1(F,m ) that is linearly independent since
the corresponding columns of Mg (S4y1,...,Sn) form a linearly independent set
and a set of vectors from a GRS code are linearly independent if and only if the
set of their corresponding polynomials is linearly independent. This is easy to verify.

Thus, S4(C) = {z * evo (h) : h € spang ,, {hg, 1i=d+1,... ,m}} is a random,
(m — d)-dimensional subcode of GRSy,,—gk—a(¢/,z). By Lemma 7.1.4, with high
probability the square of this code will be a GRS code, so we can find the square
code Sg(C)*?) and if 2(k —d) —1 < n —d — 2 holds, then we can and apply the
Sidelnikov-Shestakov attack to recover the parameters (¢, z). By the hypothesis,
d satisfies 2(k —d) — 1 <n —d —2, so we can apply the S-S attack. The remaining
entries of a can be recovered by going through the same process as above with a
permutation of M with the precise details of the recovery left in [W]. O

For this attack to be successful, we must be able to pick d such that d < m — 1
and 2(k —d) — 1 <n —d — 2. Both of these conditions together can be written as
2k—n+1 < d < m—1. This condition for the success of the attack explains in part
why McEliece using Goppa codes won’t succumb to this attack. Consider the (n, kr)
Goppa code I'(«, g) that is the subfield subcode of GRS, (v, 8). Since I'(ev, g) is
a kpr-dimensional subspace of GRS, 1(«, 3), we have m = kr; further usage of m
will now refer to the degree of the field extension m = [Fpm : F,]. Reinterpreting
the conditions on d for the success of the attack, we get 2k —n+1<d < kpr — 1.
We recall the lower bound on the dimension of a Goppa code given in Proposition
4.1.3:

kr > n —mt,

where m is the degree of the field extension [F,~ : F,] and ¢ is the degree of the
Goppa polynomial g. Thus, because t = n — k, we may rewrite the above as

kr >n—2t—(m—2)t =2k —n— (m—2)t.

7an)a
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Since m is taken to greater than 1 or else the Goppa code is not a subfield
subcode of a GRS code and the Sidelnikov-Shestakov attack applies, we also have
2k —n+1> 2k —n— (m — 2)t. If the Goppa code is taken to be of minimum
dimension, then there is no way to pick d to proceed with the squaring attack since

Pd € Nsuch that 2k —n+1<d<kp—1=2k—n—1—(m—2)t <2k —n+1.

Also, if the Goppa code is taken to be of dimension kr such that kr < 2k —n+2 =
n — 2t + 2, then the attack fails because we can’t pick a value of d satisfying the
required condition. Thus, for any parameters used to define a particular McEliece
scheme using Goppa codes, a private key can be chosen such that the Goppa code
it generates will resist applications of the squaring attack.

There is also another reason why Goppa codes and, more generally, Alternant
codes will resist applications of the squaring attack. The key-recovery procedure in
the attack is performed by the Sidelnikov-Shestakov attack, so the critical condition
we need in order to use the Sidelnikov-Shestakov attack is for C*?) or S4(C)*? to
be a GRS code, where C' is the code spanned by the columns of M.

Suppose C' = GRS, i(a, ) N F) is an Alternant code of dimension kp. For
the squaring attack to be successful, we need either C*2) = GRSy 2k—1(a, B') or
S4(C)2) = GRS, _q2(k—d)(a’, 2 x z) for an appropriate choice of integer d outlined
in Lemma 7.1.7, where the notation used for the parameters o/ and ' in these
GRS codes carries the same meaning as before. Since C' and S4(C) C Fy, both
C2 and 54(C)*?) C F7 as well. For these codes to be equal to their respective
GRS codes, the GRS codes must also be subspaces of F)J. This will never hold true
in practice by the next lemmas.

Lemma 7.1.8. Ifn > p, then GRS, a1—1(, B') € Fp.
Proof. Suppose for a contradiction that GRS, ax—1(c, 8') C F}.

GRSn,Qkfl(aa ﬁ/) = {(5%29(051)7 e 76721p<an)) p € P2k72(Fpm)}7

so since {1,,...,2%72} C Py,_5(F,m), we must have that the codeword entries
defined by these polynomials are in F:

Bial €F, Vi=1,...,n, ¥j=0,...,2k — 2.

This means for all i = 1,...,n and for all j = 0,...,2k —2, there exists v € IF,, such

that 630&{ =7 <= 04{ = ~(82)~! since B; # 0 for all i. Thus, we get af € IF, for
all 4, 5.

In particular for j = 1, we have o; € F,, for all i = 1,...,n. Since n > p, by the
Pigeonhole Principle, there exist 4, j € {1,...,n} such that ¢ # j and a; = a;. But
this is a contradiction. (Il

Lemma 7.1.9. Let d(C) denote the minimum distance of C. If d(C) > p, then
GRS, _g2h-a) (e, 2% 2) LFp.

Proof. Suppose for a contradiction that GRS, _42x—q)(c', 2 x z) C F}.

GRS, as(ea)(@, 2 2) = {(22p(0), .., 22p(0)) : p € Pogueay—1 (Fym)},
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80, just as in the last lemma, we will have o € F, for all ¢ = 1,...,n —d. The
bounds for d in Lemma 7.1.7 give us that d < kr—1,son—d > n—kr+1 > d(C) by
the Singleton bound. But since d(C') > p, by the Pigeonhole Principle, there exist
i,j €{1,...,n—d} such that i # j and a; = a;. This is again a contradiction. [

For a McEliece scheme using a (n, k) subcode of [F; as the secret code, the ciphers
will be vectors in Fj and the public key contains a matrix over F,. The expan-
sion that results from encoding these objects in terms of their binary equivalents
is exponential in [log(p)]. In order to minimize this expansion, we take p to be as
small as possible, optimally taking it to be 2. In all practical implementations of
McEliece, this is exactly what is done. We will certainly have n > d(C') > 2 or else
if d(C) < 2, the code can’t correct any errors and it would not be appropriate for
the McEliece PKC. Thus, by the two preceding lemmas, if C' and S4(C) are chosen
with respect to the virtually gratuitous condition d(C) > p, the squares of these
codes can’t possibly be equal to the corresponding GRS codes they’re contained
within.

By this discussion, binary Goppa codes in particular are resistant to the squar-
ing attack. As binary, irreducible Goppa codes are the Goppa codes that allow
for the greatest error correction by Theorem 4.1.6, these are the most useful for
constructing a McEliece scheme. The most popular form of the McEliece PKC as
seen in [B] therefore isn’t threatened directly by this attack.

8. WIESCHEBRINK’S GUESSING ATTACK

There are no known structural attacks on the McEliece scheme using Goppa
code that run in polynomial time. We would like to have a sense of the least
amount of work we need to put into acquiring these equivalent parameters before
a polynomial-time attack becomes available to finish the job. To that end, we
describe an attack based on one of the attacks Wieschebrink presents in [W] that
recovers the parameters (a, g) of a Goppa code if a subset of the entries of a were
known in advance.

8.1. The Guessing Attack. We detail an attack based on Section 4.2 in [W]
that can be applied to a McEliece scheme based on Goppa codes to recover the
parameters in polynomial time if a certain subset of the code parameters is known
in advance and given certain conditions. We then interpret this as a lower bound on
the amount of information needed on the code parameters of a Goppa code before
we can efficiently acquire the trapdoor of a McEliece scheme based on said Goppa
code.

Proposition 8.1.1. Consider the McEliece scheme using a (n,kr) Goppa code
I'(a, g) that is the subfield subcode of GRSy 1(a, () defined by degree-t Goppa poly-
nomial g(x). Definel :== k —kr = n —t — kp. Suppose n > kr + 2l + 4 and that
the entries Ggp41, - - - Gkp+21+4 Of the parameter a were known and that none of the
entries ., - . ., apn, are roots of any of the row polynomials qr, for alli =1,..., kr,
where these polynomials possess the same meaning as in Section 6.3. There exists
an attack of polynomial algebraic complexity that recovers the rest of (a,g).

Proof. We begin by row-reducing the transpose of the public matrix M, bringing
it to the form F(MT), whereupon we get the following interpretation of each row
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of E(MT):
Ri = (/quRi, (a1)7 e 7/8an7: (an>) Vi S {17 R kl—‘}

We recall that each row polynomial gr, can be written as

qr, = H (x —aj) | pi(xz) such that p; € Pr_p, (Fpm)
Je{1,....kr}\{i}

by the characterization immediately preceding Proposition 6.3.2. We divide by the
non-zero entries of the rows of F(MT) and we get the equations

(Ri)j _ Biari(aj)
(Rh)r quRh (ar)

Vi,h € {1,...,kr}, j,r € {kr+1,...,n} such that (Rp), # 0.

For j = r, these equations become

(Ri); _ (a5 —anpiay) . _ I |
(Rn); - (a; — ai)ph(aj) Vi, h{l,... kr}, j€ {kr+1,...,n} h that (Rp); # 0.

Take h = kp. Define P;(x) := (z — ap.)pi(x) and Q;(z) := (z — a;) iy (z). With
this, we rewrite the last equation as
(8.1) )
(Ri); _ Pilay)
(er )j Qi(aj)

Vie{l,...kr}, je{kr+1,...,n} such that (Ry.); # 0.

Since the degrees of deg(P;) and deg(Q;) are both less than or equal to k—kr+1 =
[+1, we need to know at least [ +2 points that either one passes through to be able
to interpolate it. Since we know agp41, .- -, Gkp+21+4, we know 2] 44 points P; and

Q; pass through, so we can interpolate them. From equation (8.1), we recognize
that P, passes through the points {(aj, (Sﬁi);_@i(aj)) cj=kp+1,... kr+20+ 4}
r/i
and Q; passes through the points {(aj, (fgj)ij Pi(aj)):j=kr+1,... kp +20+ 4}.
~ I+1 - 1+1
Let Pi(x) = Y. pra” and Q;(x) = > gra”.
r=0 r=0

We will define two matrices as follows:

+1 +1
1 Afr+1 e Afr+1 + 1 Afr 4143 N Afr 4143 +
+1 +1
1 Afr+2 . Afr+2 + 1 Afr+1+4 N Afr+14+4 +
A= . . ) . and B := . .
+1 +1
1 akpvive -0 Grpgige + 1 akpioi4a -0 Grpioita +

We recognize immediately that A and B are both square Vandermonde matrices,
so because a; # a; for all ¢ # j, A and B are both invertible.

We also define two vectors p,q € ]Fi;ﬁ? to be the vectors of the coefficients of
P; and @Q;, respectively: p := [po,p1,-..,pi+1]T and q := [qgo, q1, .-, q+1]T. The
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following system follows directly from matrix multiplication.

- 3. (Bi)kp4
Pi(arr+1) Qelene 1) s

Ap— Pi(akes2) | _ Qilahe+2) mys
pl’(akr+l+2) ' (Ri)kp+i42

Qi(akr+i+2) (Rip )b tite

Rewrite the above as follows.

~ Ri)w
Qi(akr-i-l)(()&

(s
). ABi)kptz
(8.2) P= AL @iaxr+2) (Rep)kp+2
S . (Ri)kp+i+2
Qi(akp+l+2)m
Likewise, we also have the following system involving the remaining axp. 4143, - - ., Gkp421+4
and Q;.
~ P, Ri)kpyiys
Qi (akr‘+l+3) P1 (akF+l+3) (I%-F))kaJra
A D i) kptl
B — Qi(aky+144) _ Pi(akp+l+4)ﬁ
Qi(aret2114) 2 (Ri)ipsarea

Pi (akp+21+4) (Rkp)kp+2l+4

We also rewrite this by inverting B.

5. (Ri)kp+i+3 ~
Ifz(akp+l+3)‘((zzﬁr))kr+z+s Pi(agptits)
) i)kp+1+4 5
o B_l Pl(akF+l+4) (er)kr+l+4 _ B_lDia ( (Ri)kp+1+3 (Ri)kr+2l+4 ) Pl(akF+l+4)
a= . o 9 (Riep ) kp+i437 """ 7 (Rip ) kp 42144 :
; (Ry) B la
Bi(@kr+2144) (Yoo f{;f;; (@ +21+4)
But we see this can easily be rewritten as
_ n-1pn: (Ri)kp+1+3 (Ri)kp+21+4
q =B Diag( (Rip Jkpt1437 777 (Rikp Jkp 42144 )Bp.
Y (Ri)kp+1+3 (Ri)kp+21+4
Define Dy := Diag( (fkr))krﬂﬂ e ,( (R)kp)kp+m+4 ).
L . Ri)kp+1 Ri)kp4i+42
Define Dy := Diag( (er)]frﬂ N (er);+l+2 ).

By our expression for p in equation (8.2), this becomes
q=B'D;BA'D,Aq.

Evidently, q is a 1-eigenvector of V := B’lDlBA’lDQNA, so we can find q from
ker(V —1I). Suppose we have found q, so we’ve identified Q;(x) (note that we won’t
question its uniqueness in this argument).
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We can use Q;(x) to find a1, ..., ax.—1. We will factor Q;(z) into irreducibles
over Fpm for alli=1,...,kr — 1. We get

Q@) = (2 = ape (@) = @ —a) [ r5(a)

such that pg.(x) = ri(x)---r,(x) is the factorization into irreducibles of py.(z).
The factors r;(z) for all j = 1,...,u will all factor Q; no matter the choice of i,
but since a; # a; for all ¢ # j, the factor  — a; will be different for each different
choice of 4. For any particular choice of i, we may partition the factors of Q; into
the multiset of factors shared by all of Ql for all i = 1,...,kr — 1, which will be
{rj(z):j=1,...,u}, and the one linear factor  —a; not belonging to this multiset.
Note that because this is a multiset, even if there were some j € {1,...,u} such
that r;(z) = = — a;, we won't have © —a; € {r;(z):j =1,...,u} as well since this
would require [{r;(z) :j =1,...,u}| > deg(pk.), which can’t happen. With this,
we can identify a; for any ¢ € {1,...,kr — 1} from the constant term in the linear
factor of Q; not belonging to {rj(x):j=1,...,u}.

To recover the remaining entries k., Grp42i+5, Gkp+2146; - - - , An, We will repeat
the above process for an appropriately-chosen permutation of E(MT). We begin by
finding a column F(MT); of E(MT) among { E(MT), : i € {kr }U{kr+2+5,...,n}}
such that the column’s first entry, (E(MT),),, is non-zero, thereby ensuring that
E(MT); is a linear combination of the first column of E(MT) (and possibly some
others).

Define the following permutation:
Tt Fpm = Fpm by (v1,.00,00) = (Vs, 02, -0+, Vs 1,01, Vg 15+ -+ 5 U ).
Define M’ to be the matrix F(MT) with 75 applied to each of its rows. Row-reduce
M’, bringing it to its RREF form E(M’). We'll say that the i*" row of E(M) is
R} = (7s(B)1qr; (7s(a)1), --- ,7s(B)nqr;(ms(a)n)), where we are again associating
a polynomial gr; € Pyx_1(Fpm) to the ith row R!. By dividing R/ by Ry on their
non-zero entries, we get
(Ri); _ (ms(a); — ms(a)wr)pi(ms(a);)
(Rip)i  (ms(a); = ms(a)i)pl,. (ms(a);)

Define P/(z) := (z — ms(a)r. )p}(x) and Q}(x) := (x — 7r5(a)i)p~§CF (z) for each i =
1,...,kr — 1. Proceed with the method from before to identify @Q’(x). Notice that
foralli=2,...,kr — 1, we have 75(a); = a;. Since we already know as, ..., ap.—1,

we can identify p (x) by dividing Q/(z) by x —a; for all i € {2,... kp — 1}.

such that pj, pr.. € Pi(Fpm).

Having identified pj_ (), we can find 74(a), = a, by dividing Q1(z) by Pl (z) and
extracting the constant term of the quotient.

Repeat this for all s € {kr} U{kr+20+5,...,n}\{7: a; is known} such that the
st column satisfies (F(MT),); # 0. If there remain unidentified entries of a, pro-
ceed by repeating this process for all s € {kr }U{kr+21+5,...,n}\{i : a; is known}
such that (F(MT)s)s # 0, adapting the process as needed for having chosen the
second entry of E(M’), instead of the first in the latter condition. For all choices of
j €43,...,kr}, continue repeating the selection of s € {kr }U{kr+21+5, ..., n}\{i:
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a; is known} such that (E(MT),); # 0 and following through with the according
process to find as until there are no more values of s to pick. As long as no column
of F(MT) is the zero vector, this algorithm will finish by fully identifying a. Of
course, because the rows of E(MT) generate I'(a, g), a column of zeros means that
every codeword in T'(a, g) has a zero in the position indexed by that column, say
for instance column ¢. This happens if and only if a; is a root to all polynomials
in P, which happens if and only if z — a; factors all polynomials in any basis of
P. This is unlikely to hold if P was chosen randomly, but even if it did occur, we
could still find a; by the same approach as above with minor modifications. The
modified approach to recover a; will be treated in the appendix.

Because all the work we needed to perform to identify a involved solving lin-
ear systems, row-reducing matrices, and dividing polynomials, all of which can be
performed with polynomial complexity, and since these were all performed a poly-
nomial number of times in kr, identifying all of a requires a polynomial number
of arithmetic operations. In particular, the more streamlined method proposed by
Wieschebrink in [W] requires O(k#n + krl®) operations to find a.

To find S, which then lets us find the Goppa polynomial g(z), we recall the
following fact about the dual of GRS codes given in Proposition 3.1.7: if a and
are vectors in .. such that GRS, x(a, B) is a (n, k) GRS code, then for v € F}..
whose it entry is defined by 7; := 6{1 Hj#(ai — )71, we have GRS, i (o, )+ =
GRSy n—k(a,7y). Since I'(a,g) € GRSy, k(a, B), the rows of E(MT) are codewords
of GRS, k(a,3), so we can see by this fact about the dual of GRS codes that

J
71ay

J
a
R\ PP 20 Vie1,. ke Vi=0,.. on—k—1,

VY,
given that (yi1a?,...,7mad) € {(mp(ar), ..., mplan)) : p € Pp_gx_1(Fpm)}, where
the latter set is GRS, n—k(a,v) = GRS, 1(a,5)T. But because v is related to a
and 3 by the relation v; = B;l H#i(ai —a;)™!, we need only find v satisfying the

above to find 8 given that a is already known. The last set of equations can be
rewritten as the homogeneous system

[(Ri)iay ... (Ri)nas] a1<i<ke ¥ = Okp(n—k)x1-
0<j<n—k—1
This gives kr(n — k) equations in n unknowns. Typically, kr(n — k) > n, so
this should be enough to uniquely determine « (which then fully determines () as
indicated in [W]. Indeed, the minimum dimension of a Goppa code is kr = n — m¢,
so we'll have (t — 1)n > mt? <= (n—mt)t >n = kr(n —k) > n. We have
that

(8.3) (t—1)n >mt?

holds for all proposed parameters by Bernstein et al. in Chapter 3 of [B], so we can
uniquely solve for £ in practice.
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TABLE 1. Verification that the parameters in [B] satisfy (8.3)

[ Parameters (t—1n  mt* |

n=3488, m = 12, t = 64 210744 49152
n=4608, m =13,¢t =96 437760 119808
n=6688, m =13, t =128 849376 212992
n=6960, m =13, t =119 821280 184093
n=28192, m =13, ¢t =128 1040384 212992

Finding ~ can be done in O(n(kr(n—k))?) arithmetic operations and then finding
B will take another O(n?) operations. From this, g(z) can be reconstructed by
Lagrangian interpolation in O(nlog(n)) operations. Thus, the Goppa polynomial
can be recovered in O(n(kr(n—k))?) operations, giving us a polynomial complexity
for the whole attack. ]

Instead of assuming a; = 0 and as = 1, we may instead assume ag.+1 = 0 and
arr+2 = 1 and the above algorithm will find equivalent parameters to the secret
Goppa code T'(a, g) as suggested in [W]. This reduces the amount of information
we need to know before we can quickly solve for the private key from knowing 2744
entries of a to knowing just 2[ + 2 entries.

As a consequence, if we are attacking a McEliece scheme based on a (n,kr)
Goppa code that is a subcode of GRS, (a, ), our condition for breaking this
scheme is to efficiently identify agp41,...,ak 42042 (as long as n > kp + 21 + 2
and none of the last n — kr + 1 entries are roots of any row polynomial ¢g,) as we
can apply the attack of Proposition 8.1.1 given these values to find the full code
parameters with polynomial complexity.

We can also see that Proposition 8.1.1 applies if we instead knew any 2] + 2
entries of the last n — kr entries of a (assuming that none of these are 0 or 1
because we assume two other entries among the last n — kr are 0 and 1). The only
modifications to the attack are that we change the matrices A and B to reflect
the new known values for the identification of aj,...ar.—1 and, to identify the
remaining entries of a, when we pick the s* column of E(MT), we choose s from
{1,...,n}\ {i:q; is known} at each step of the recovery.

9. GALOIS-CLOSURE-BASED ATTACK

We present further constructions of linear codes defined by operations we can
perform on a parent code in the form of punctured and shortened codes. We
then introduce a new key-recovery approach for McEliece schemes based on Goppa
codes whose difficulty lies in the problem of identifying a linear code given its
Galois closure. We consider a modification of this approach using punctured codes
motivated by the Guessing Attack from the last section and several easy cases
we may potentially run into. Ultimately, we reveal that these easy cases will not
occur if we assume the McEliece scheme is based on full-rank Goppa codes, but
the development results in a condition on the parameters of a GRS code that can
be used to inform us of when its subfield subcode is of full rank. We also mention
several open problems for future work.
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9.1. Results About Puncturing and Shortening. We present the code oper-
ations of puncturing and shortening on an indexing set and study the properties of
punctured GRS, Alternant, and Goppa codes.

Definition 9.1.1. Let C be a (n, k) linear code and let I C {1,...,n} be a set of
indices. We define the punctured code of C by I as

Pr(C) :=={(ci)igr : c € C}.

Perhaps counterintuitively, this definition means that the coordinates of code-
words of C indexed by I are removed by the puncturing operation, not kept.

We reintroduce code shortening (Definition 7.1.5) with a bit more generality so
as to describe the relationship between it and code puncturing.

Definition 9.1.2. Let C be a (n, k) linear code and let I C {1,...,n} be a set of
indices. We define the shortened code of C by I as

S1(C) :={(¢i)igr : c€ C and Vi € I, ¢; = 0}.

There exists a relationship between shortened and punctured codes that bears a
strong resemblance to Delsarte duality.

Proposition 9.1.3. Let C be a (n,k) linear code and let T C {1,...,n} be a set
of indices. We have both

S;(C)t = Pr(Ch) and Pr(C)* = S;(CH).
Proof. See Theorem 1.5.7 in [H]. O

Next, we make the observation that puncturing is a morphism of vector spaces.
It is clear to see that it is a linear operation on the codewords of a given code, so we
can represent it by a matrix. If we puncture a code of length n on the set of indices
I={i,...,is} €{1,...,n}, the matrix of this transformation (with respect to the
standard basis vectors of Fy,. and Fy.*) will be

such that {j1,...,dn-s} = {1,...,n}\ I = I (with j; < jo < -+ < j,_s) and
ej denotes the j* standard basis vector of FJ... We then see that our notation
Pr(C) reflects that the punctured code is the image of C' under the linear map
Pr:Fpm — Fpn® defined by the matrix [Py].

We will keep this observation in mind for upcoming proofs. For now, we can
summarize the basic relationships between a linear code C' and the codes we can
construct by puncturing it, shortening it, and taking its dual with the following
diagram.
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L L
c S1(C) Pr(CH)
\ %
CJ_

The diagram is made commutative by noticing that P;(C+)+ = S;(C).

We will now present certain results about puncturing in the context of GRS,
Goppa, and Alternant codes. We will begin by recalling the polynomial-evaluation
characterizations of codes from these families. By this, we mean characterizations
of the form given in Definition 3.1.1 for GRS codes and Proposition 4.2.2 for Goppa
codes. These characterizations are often written using the evaluation map for a vec-
tor @ € . and component-wise product (both introduced in Section 7.1). We will
recall the definitions of these maps and the polynomial-evaluation characterizations
of these codes. First, the definitions:

eV 1 Fpm[z] — Fpm given by f— (f(as))izs,
0 Fpm X Bl — Fpo given by (7)1, (4i)iz1) = (Tiyi)iey-
The characterization for a (n,k) GRS code defined by vectors a, § is

GRSy (o, B) ={B*eva(f): f € Pro1(Fpm)}.
For a (n,kr) Goppa code I'(«a, g) where g € F,m[z] is a degree-t polynomial, if
we take k =n—t and 8 € F},» such that 3; = % foralli=1,...,n, then
its polynomial-evaluation characterization is

['(a,g9) = {B*evalq) : ¢ € P},

where P is a F,-linear subspace of P,_1(Fpm ) that is of dimension kp that can be
determined from o and 8. This Goppa code is the subfield subcode of GRS, (e, §).

We will now consider puncturing these codes. For a vector x € Fj.. and a set
IC{1,...,n}, we will introduce the notation z|; := (x;);cs for convenience when
dealing with vectors punctured on I.

Proposition 9.1.4. Let GRS, x(«, B) be a (n,k) GRS code and let I C {1,...,n}
be a set such that |I| <n —k. We have Pi(GRS, k(a, B)) = GRS , (el Bl7)-

Proof. This follows immediately from the definitions of a GRS and puncturing.

Pr(GRSy (. 8)) = {(Bif ()7 [ € Pr—a(Fpm)}
={Blr* eva (f) : f € Po—1(Fpm)}
= GRS|T|,1¢(04|77 Blr)
The condition |I| < n — k is only needed so that when we puncture GRS, i(c, 5)

on I, the resulting code will be of length at least %k, which is necessary for the
punctured code to also have dimension k. O

Thus, when we puncture a GRS code on a set I of size less than or equal to its
codimension, the resulting code will be a shorter GRS code of the same dimension.
We will now prove a similar result for punctured Goppa codes.
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Proposition 9.1.5. Let T'(a, g) be a (n, kr) Goppa code with degree-t Goppa poly-
nomial g(x). If I C{1,...,n} is a set such that |I| <n —k =t, then P;(I'(c, g))
will be a kp-dimensional subcode of an Alternant code of length s = |I|.

Proof. We begin by using the fact that I'(e, g) is the subfield subcode of a GRS

code to show the punctured code will be an Alternant code. For Kk = n — ¢ and the
appropriately chosen 3, we have

Pr(T(a, 9)) = PI(GRS,, x(a, B) NF)) € Pr(GRS, k(v B)) Ny,

since for any linear code C, we observe Pr(C NFy) C Pr(C) NFy. By the last
proposition, the code on the right-hand side is the subfield subcode of a GRS code,
so it is Alternant and its length is s = |I|.

_ What remains is to show the dimension of the punctured code is again kr. Let
I = {j1,...,Js} with j1 < ja < -+ < js. Recall from the polynomial-evaluation
characterization of I'(«, g) that

I(a,g) = {B*evalq) : ¢ € P},

where P is a F,,-linear subspace of Py_1 (F,m) that is of dimension kp. Write a basis
for P as {q1,...,qk. }. We'll show that Q = {Bl7* evy, (@) 1 i =1,...,kr} is a
basis for Pr(T'(«, g)). Firstly, it’s clear to see that

Pr(I(a, g)) = {Bl7 * eva;(q) : ¢ € P},

so for each codeword ¢ € Pr(I'(«, g)), there exists a polynomial ¢ € P such that
c = Bl * evy,(q). Since {qi1,...,qx.} is a basis for P, there exist A1,..., g, € F,

such that Zfil Aigi(z) = q(x). Thus, we have
kr
c =Bl x evy); <Z )\iqj(x)>

(5]1 (Z)\Z%) aj)y - 5B <Z/\qu> oz75>

= Z Xi(Bjqi(agy ), - By gilay,))

i=1
kr
= Z >\i/8|f * eva|7(Qi)a
i=1
which exactly means ¢ € spang (Q). Next, we will show @ is linearly independent.

We now let Aq,..., Ay € F, and we consider the equation

kr ﬁjl CIi(Oljl)

Z)‘zﬂh*eva\ qi) Z)\ =0.
=t = Bailey,)
But since «, 8 defines a GRS code, 3; # 0 for all 4, so this implies

(Z )\,ql> a;)=0 forallje T.
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Recall that P C Py_1(F,m), so deg(g;) < kforalli =1,..., kp. There is a unique
polynomial of degree at most k — 1 passing through at least k distinct points. Since
s=n—|I| > k, we know at least k points that the polynomial Zfil q:(x) passes
through; in particular, it must pass through each point in {(a;,0) : j € I}. The
zero polynomial satisfies this condition, so because it must be the unique polynomial
satisfying this,

kr
Z)\i%‘($> =0 = M,..., A\, =0 Dby the linear independence of {q1,..., gk}
i=1

Thus, @ is a basis for P;(I'(a, g)), so dimg, (Pr(I'(e, g))) = kr = dimg, (I'(a, g)).
O

Remark 9.1.6. The last proposition applies if we considered an Alternant code
instead of a Goppa code: that is, puncturing a (n, k) Alternant code on a set of
indices I such that |I| < n — k will yield a (|I], k) subcode of an Alternant code.
The proof is exactly the same as for the Goppa code since Alternant codes possess
a polynomial-evaluation characterization of the exact same form as Goppa codes
(which can be seen from the proofs of Theorem 1 in [SB] and Proposition 4.2.2).

9.2. Approach for Using the Galois Closure to Identify Equivalent Code
Parameters. We detail the groundwork for a new approach to identifying the
equivalent parameters for a secret Goppa code in a McEliece scheme using the code
operations of taking the dual and extending a F,-linear over F,m. The work in this
section builds on the results collected in sections 2.1 and 2.2, so the reader should
be familiar with the aforementioned material before proceeding.

We will now give a first insight into how we intend on tackling the key-recovery
problem before filling it in with the full details. Let I'(«, g) be a (n, kr) Goppa code
and let GRS, x(a, B) be the (n, k) GRS code such that I'(, ) = GRS, x(a, B)NF}.
It is clear that I'(a, ) @ Fpm = GRSy k (o, B) NF) @ Fpm € GRSy k(c, B). In fact,
this is an equality if and only if dimg, (I'(a, g)) = dimg,,, (GRS, k(, 3)) by Lemma
2.1.15, which means I'(«, g) is a full-rank Goppa code; we know how to identify its
parameters by methods from Section 6.2, so we will ignore this easy case and try
to find a method that works for when the subset inclusion is strict.

Since both I'(e, 9) ® Fpm and GRS, k(a, 5) are Fpm-linear codes, it is easy to
verify that GRS, (o, 8)* C (I'(a,g) ® Fpm)®. The code on the right is one for
which we can easily find a generator matrix given the public key (ignoring the
permutation matrix in the McEliece scheme) and the code on the left is a GRS
subcode of (I'(, ) ® Fpm )+ whose parameters can be used to find the Goppa pa-
rameters («, g). Since we can apply the Sidelnikov-Shestakov attack to a GRS code
to recover its parameters efficiently, we need to describe a method to systematically
identify this GRS subcode (or another one with equivalent parameters) to recover
the Goppa code’s parameters. This is the perspective our approach will take.

Seeing that the code (I'(«r, g) @ F,m )+ will be the starting point for our approach,
we present some results that reveal it to be related to the GRS subcode we want
to identify by means of the Galois closure.

Proposition 9.2.1. If C be a (n, k) Fp-linear code, then (C @Fpm )t = C+ @Fpm.
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Proof. Certainly, we will have
Ct @Fpm =spang , {z €Fy:2Tc=0Vee C} C{z €Fjn:2Tc=0 Vece C}

It is easy to verify that {z € Fji : 2T¢ =0 Ve € C} = (C®@Fpm)* so we must have
C+ e Fm C(C® Fpm)l. Next, by the fact that dimg,(C) = dimg,,,, (CRFpm),
which appears as Corollary 2.1.14, we will have

dimg . ((C @ Fpm)®) = n — dimg,,, (C ® Fym) = n — dimg, (C) =n — k

and
dimg,,, (C* ® Fym) = dimg, (C*) =n — k.

Both (C ® Fpm)®t and C*+ ® Fm being of the same dimension then forces them to
be the same by the above inclusion. O

This gives us the new formulation (I'(a,9) ® Fpm)t = I'(a, )t @ Fpm. We
will use Delsarte Duality, which gives the relationship between subfield subcodes
and trace codes, and Theorem 2.2.13, which gives the relationship between trace
codes and the Galois closure, to classify I'(a, g)* ® Fpm as the Galois closure of
GRS, (o, 3)*. Applying these theorems, we find

(o, 9)" @ Fpm = (GRS (v, B) NFI)T @ Fpm
=Tr(GRS, k(, B)) @ Fpm by Delsarte Duality
= (GRS, 1(a, )5)* N F, ® Fym by Theorem 2.2.13
= (GRS, (a,3)*)* by Theorem 2.1.16.

We recall that our perspective is to start from I'(a, g) - @Fym = (GRS, x(a, B)*)*
and then identify the GRS subcode GRS,, (v, B)* from it, at which point the re-
covery of the Goppa code parameters follows immediately from the recovery of the
GRS code’s parameters. We can now see the correspondence between this task and
the more general problem of identifying a linear code that generates a particular
Galois closure. This raises some natural questions.

(1) Given a particular code that we know is Galois closure of another, can we
count how many codes there are whose Galois closure is precisely this code?

(2) Is there an informative equivalence relation that exists on the set of codes
whose Galois closure is some given code?

(3) Is it possible to devise an attack to tease out the underlying code C' from
its Galois closure C*?

All of these questions remain interesting open problems (as far as I'm aware). In
what follows, we will an answer to the second in the context of GRS codes, recall
a tool that can be used to give an answer to the third question, and present a
modification to the approach we described so far.

We begin our answer to the second by first showing that, in the cases of interest to
us, if C* is the Galois closure of a linear code C, there will exist another linear code
D such that D # C and D* = C*. If C is fixed under ¢,,, then C =Y, ¢! (C) =
C*, so C is Gal(p™, p)-invariant. Since we are interested in cases when C is a GRS
code whose subfield subcode is not of full rank, which is equivalent to C' not being
Gal(p™, p)-invariant, we see that this restricts us to considering codes not fixed
under ¢,,. Thus, for ¢,(C) # C, we will show that both of these codes have the
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same Galois closure by showing all codes in the orbit of C' under (¢,) have the
same Galois closure.

Lemma 9.2.2. Let C be a Fpm-linear code. For all j € {1,...,m}, we have
¢ (C)" =C.

Proof. Let j € {1,...,m} be given.

CACHEDPrEACA(S)
i=1
=>_6.7(C)
i=1
= Z #'(C) since (¢,) is a cyclic group of order m
=1
—C*
(]

While the orbit of C' under (¢, ) does not only consist of C, in the case that C
is a GRS code, the parameters of the codes in this orbit are in fact related to each
other through the Frobenius map.

Proposition 9.2.3. Let GRS, i (a, B) be the (n, k) GRS code defined by o, 3 € Fpm
with the usual conditions on « 3. For any j € {1,...,m}, we have

P (GRS (e, B)) = GRS, k(#),(a), 61,(5)).-
Proof. Let j € {1,...,m} be given and lets consider the code ¢% (GRS, r(c, B)).
OGRS (o, 8) = {&1(B * eva(f)) : f € Py (Fpm )}

k P\ "
= { o(8) * <tha§1> fo €Fpm VE=1,..k
t=1 .
=1
Examining this more closely, we have the following for any choice of ¢ € {1,...,n},

k v’ ; k
() = S (o) Mo
2 .

dy+-+dp=pI t=1

k
= Z(ftaﬁfl)p] since char(F,m) =p
t=1
k . .
= Z ¢ (i) (o),
t=1
We define the operator T : Py_1(Fpm) — Pg_1(F,m) such that it maps

k k
F=3"fat™ b0 T(f) =Y ¢ (fi)a'
t=1

t=1
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The bijectivity T follows immediately from the bijectivity of ¢. We may then
conclude T'(Py—1 (Fpm)) = Px_1(Fpm ) since the former set is clearly included in the
latter. Hence, we conclude

O (GRS (e, ) = {d,(B)xkevy 0 (f) : f € Prao1(Fpm)} = GRS, k(07 (a), 61,(B))-
(]

We can use this proposition to give an answer to our second open question. Let
C* be a Fpm-linear code and let G denote the set of GRS subcodes of C* whose
Galois closure is C* itself. Define an equivalence relation ~ on G by

G~ G <= Fie{l,...,m} such that ¢} (G) = G".

By Lemma 9.2.2, all codes in the equivalence class [G] have the same Galois
closure, so we observe that [G] C G. But by Proposition 9.2.3, there is a stronger
relationship between all of these codes, which is that the locators of these codes be-
long in the same orbit under (¢,) and likewise for the multipliers. This is powerful
because it’s easy to compute ¢! () and ¢¢ (3) for any choice of i, so given any one
code in the equivalence class [G], it’s computationally efficient to identify the rest.

Therefore, if we wish to identify the F,=-linear code C whose Galois closure is C*,
we need to at worst identify the quotient 9/ ~. This will at most reduce the number
of codes we need to identify by a factor of m over identifying all of G and solving
for 9/~ instead of G will be faster unless all codes in G are Gal(p™, p)-invariant.

This defines an equivalence relation that answers question (2), but we might
wonder if there are other relationships between the parameters of the codes in G
that can be used to define another equivalence relation R on G such that 9/r is
small. Indeed, we might also wonder what are necessary conditions on a and 3 for
the set G of GRS subcodes of GRS,, i («, 8)* whose Galois closure is GRS,, i (a, 8)*
to simply be the orbit of a single code under {(¢,). If we could devise a way of
efficiently finding a single element of G, then subject to these conditions, « and (8
can efficiently be recovered. We also leave these as open questions for future work.

9.3. Modification to the Approach Based on the Galois Closure. We present
a modification to the key-recovery approach introduced in the last section through
the use of puncturing. We discuss initial motivations for this modification and
why they ultimately do not agree with our assumption of GRS, y(c, ) being
Gal(p™, p)-invariant. This discussion culminates in describing sufficient conditions
for the Gal(p™, p)-invariance of a GRS code motivated by the observation that a
linear code’s dimension is invariant under an appropriate puncturing. We finally
describe briefly what advantage we can still hope to achieve with this modification.

Returning to the particular code C* = (GRS, 1 (v, 8)+)* specified in our setup,
we introduce a modification to our approach in the interest of increasing the effi-
ciency at which we can recover the code parameters. The inclusion we are work-
ing from is I'(e,9) € GRS, k(a, B), where I'(a,g) is a (n,kr) Goppa code and
GRS, k(a,B) is a (n,k) GRS code. We notice by propositions 9.1.4 and 9.1.5,
if we puncture both codes on a set I such that |I| < n — k, then the inclu-
sion will be preserved (although potentially not strictly), meaning P;(T'(a, g)) C
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Pr(GRS,, i(, B)). If we again extend Pr(I'(«, g)) by Fpm and take the dual of both
codes, then we get the familiar inclusion

Pi(GRS,, k(v 8))* C Pr(I(e, 9))*" @ Fym by Proposition 9.2.1.

Since P;(T(a,g)) = Pi(GRSu (e, 8) NF2) C P{(GRS,1(a, B)) NFY, by the
development following Proposition 9.2.1, we again conclude

(Pr(GRSy 1(0, 8)) NF )" @ Fpe = (Pr(GRS, 1(, 5)))"
Summarizing the above inclusions, we have
Pr(GRS, (e, B))* C (Pr(GRSp (e, B))5)* € Pr(T (e, )" @ Fpm.

While the notation is getting a bit cumbersome, we again have a scenario where
we want to find a GRS subcode given some additional knowledge of its Galois clo-
sure. However, this time we do not know the Galois closure, but we instead know a
code that contains it, this being Pr(I'(a, g))* ®Fpm. To clarify, a generator matrix
for this code can be obtained from a generator matrix for I'(«, g), M, by puncturing
it by I and then finding a basis for the kernel of P;(M)T, which can be done with
polynomial complexity.

Our motivation for puncturing is that while we suppose GRS, ;(«, 8) is not
Gal(p™, p)-invariant because we can easily recover the code parameters of I'(a, g) if
it were, it might be possible for the dual of an appropriate puncturing of GRS, x(«, 8)
to be Gal(p™, p)-invariant or for an appropriately punctured closure (P;(GRS,, x(a, 8))4)*
to itself be a GRS code. In the former case, both P;(GRS,, x(, 8)) and its Galois
closure will be equal and the Gal(p™, p)-invariance of Pr(GRS, k(a, 8))* might
imply certain restrictions on Pr(I'(«, g))* ® Fpm such that using it to recover the
punctured GRS subcode will be easy. In the latter case, if the Galois closure is a
GRS code, it will either be equal to or contain P;(GRS,, k(a,8))L . If it is equal,
then this is a reduction to the preceding case; if it is not equal, then we might be
able to a filtration-style attack similar to the one introduced by Couvreur et al.
in [C2] to recover the parameters of the punctured GRS subcode. Despite these
hopes, we will show that the first case will not occur if GRS, i («, 8) is assumed not
to be Gal(p™, p)-invariant and the second will not occur under certain conditions
on « and 8. Through this, we will give another sufficient condition for a GRS code
being Gal(p™, p)-invariant.

We will first address the case where Pr(GRS, x(a, 8))* is Gal(p™, p)-invariant
with the following lemma.

Lemma 9.3.1. Let GRS, i(a, B8) be a (n,k) GRS code defined by vectors a, B €
Fpwm with the usual restrictions. If I C {1,...,n} is a set of indices such that
|I| <n—k, then we have the following:

Pi(GRS, k(o 8)) = Pi(GRS, k(a, 8))" <= GRS, i(c, B) is Gal(p™, p)-invariant.

Proof. We note that GRS, 1,(«, 8) is Gal(p™, p)-invariant if and only if this code
equals its Galois closure, so we need only show Pr(GRS,, (v, 8)) = Pr(GRSy i (c, 8))*
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if and only if GRS, (e, ) = GRS, k(, 8)*. This can be done as follows.

Pi(GRSy 1(a Z% (Pr(GRS,k(ev, 8)))

= ZGRSII\ 5 \I\ (al7), III(B‘ )) by propositions 9.1.4 and 9.2.3

_ZGRSUW )|1a¢J( )I7)

Z Pr(GRSy.1(¢7 (), ¢%(8))) by Proposition 9.1.4
j=1

D Pr(@h(B) * evgg () (f7) ¢ fi € Pro1(Fpm) Vi
j=1
=P Z # (B) * ev%(a)(fj) 2 fj €EPpo1(Fpm) Yy by the linearity of Py

Thus, we have
P](GRSn’k(Oé,ﬁ)) = P[(GRSn,k(Ol,ﬁ))* = P[(GRSn,k(a,ﬁ)) = P](GRSn,k(OZ, B)*)

Although we only proved that puncturing a code on a set I preserves its dimension in
the case of GRS and Goppa codes, this holds for all linear codes given an appropriate
choice of T as noted in Ch.1 §9 of [MS]. Thus, we conclude

Pr(GRSy 1(c, B)) = PI(GRS, 1 (, B)*) = dimg,., (GRS, x(a, B)) = dimg,,, (GRS, 1 (e, B)).

But since GRS, i (v, ) is a subcode of its Galois closure, this implies GRS, (v, ) =

GRS, k(a, B)*. This completes the only if part of the proof. The converse direction

follows immediately from the equality P;(GRS, k(a,B8))* = Pr(GRS, k(a, 5)*).
[l

It is not difficult to show that if C' is a F,m-linear code, then C'is Gal(p™, p)-invariant

if and only if C+ is Gal(p™, p)-invariant. Wlth this, we have that PI(GRSnyk( a,3))
is Gal(p™, p)-invariant if and only if its dual is Gal(p™, p)-invariant. By applying the
lemma to the punctured GRS code, we see that the dual will Gal(p™, p)-invariant
if and only if the unpunctured GRS code is Gal(p™, p)-invariant. Slnce we as-
sume the latter condition is not true, we conclude that no matter how we choose
I so long as |I| < n — k, there is no puncturing such that Pr(GRS, r(a, 8))* is
Gal(p™, p)-invariant.

Next, we will consider the case when (Pr(GRS, k(a, B))1)* is a GRS code. This

occurs if and only if exist o/, 8’ € ]FLI”L and an integer k’ such that the coordinates
of o are distinct, the coordinates of 8’ are non-zero, and (P;(GRS, (o, 8))1)* =
GRS7) 4. (a/,B"). Since we know both the forms of the dual of a GRS code and of

a punctured GRS code, we have that
PI(GRSn,k(a7 ﬁ))L = GRS|T|,|7\—k(a‘T7 7/)7
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where 7/ is a vector in IFLIWIL that can be found by Proposition 3.1.7. One way to
meet this condition is if the orbits of a|; and 7" under (¢7)) consist of only o’ and
B', respectively. We will show this implies GRS, (v, 8) is Gal(p™, p)-invariant.

Lemma 9.3.2. Let GRS, i(a, B8) be a (n,k) GRS code defined by vectors a, B €
F2,. with the usual restrictions. Suppose there are vectors o/, 3" € Fpm such that

((gn}(a) ={d'} and (¢n)(B) = {B'}. Consequently, we have
GRS, k(a, B)" = GRSy k(c, B).

Proof. We begin by developing the expression for the Galois closure.

D G(GRS, k(. 8) = D $h(B) * vy 0y (fi) : fj € Pha (Fpm )V
j=1

j=1

By the hypothesis, ¢/ (o) = o/ and ¢J(3) = ' for all j = 1,...,m, so we can
simplify the above expression.

GRS k(. B)" =S B xevar | D fi | + i € Proa(Fpm) Vi
j=1

We will show F := {Z;n:l fitfie IP’k_l(IFpm)Vj} =Py_1(F,m). F is a vector
space over F,,m and it contains the standard basis of Py_1 (Fpm ). Thus, Px_1(Fpm) =
spang ,, {1,... ,2%¥~1} C F. The other inclusion is obvious, so we get F' = Py_1 (Fym ).
Using this in the above expression for GRS, x(c, 8)* gives us the following:

GRSn,k<a75)* = {Bl * eva’(f) : f € F} = GRSn,k(a/7 B/)

Since all linear codes are subcodes of their Galois closure, we have that GRS, (v, 5) C
GRS, k(c/,8"). But because both of these codes are of the same dimension, this
must be an equality. (Il

Applying this lemma to the GRS code P (GRS, x(a, 8))* = GRS 71—k (@l 7)
gives us that Pr(GRS, k(a, B))* is Gal(p™, p)-invariant if the orbits of its locator
and multiplier consist of only a single element each. But the Gal(p™, p)-invariance
of this code is equivalent to the Gal(p™, p)-invariance of GRS, ;.(c, 8) by Lemma
9.3.1 and the discussion immediately proceeding it. Again, since we assume the
latter condition is not true, we can conclude that there is no puncturing by a set
of at most n — k indices such that the GRS parameters of the punctured code
Pr(GRS,, (v, B))* are fixed under (¢,,). In fact, stating it this way makes the
following characterization for this condition more obvious.

Lemma 9.3.3. Let GRS, i(a, B8) be a (n,k) GRS code defined by vectors a, B €
Fpwm with the usual restrictions. The orbits of a and 3 are fized under (¢y) if and
only if o, B belong in Fy.

Proof. Let o', 8" € Fpm such that (¢,)(a) = {a'} and (¢,)(8) = {B'}. We will
complete the proof for the locator as the proof for the multiplier is exactly the same
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so long as we replace every instance of a with 3. The condition (¢, )(a) = {a'}
holds if and only if

o) =0a) VYi=1,...,n, Vj=1,...,m.
In particular, this implies
a;=al, ¢lay)=a Vi=1,...,n.

This then lets us conclude ¢(a]) = o for all i = 1,...,n. But by Lemma 2.1.2,
this can happen if and only if o’ € F);. Since we found that a = o/, this complete
the proof of the forwards direction. The converse direction follows immediately
from Lemma 2.1.2, which gives us that the coordinates of o will be fixed under (¢)

ifaEIFZ. O

In combining these last three lemmas, we get another sufficient condition for a
GRS code to be Gal(p™, p)-invariant.

Theorem 9.3.4. Let GRS, k(o ) be a (n,k) GRS code defined by vectors «, 8 €
Fpm with the usual restrictions. If any k of the same entries of a and [ belong in
F,, then GRS, k(a, B) is Gal(p™, p)-invariant.

Proof. Let J C {1,...,n} be the set of the indices for which o, ; € F), forall j € J.
Since [J| > k, Proposition 9.1.4 gives us P;(GRSy x(a, B)) = GRS)k(ls, B]1),
which then lets us apply the last two lemmas to conclude that Py(GRS,, (, 8))* =
P;(GRS,, k(e ). Finally, applying Lemma 9.3.1 gives us the result. O

While our initial motivation for considering puncturing in the approach out-
lined in Section 9.2 does not agree with our assumption that GRS, (e, 8) is not
Gal(p™, p)-invariant, our consideration of puncturing in the approach led us to this
last surprising result about when GRS codes are Gal(p™, p)-invariant. That is to
say, while puncturing may not be useful in the context of Section 9.2 as we might
have hoped, it gave us a way of saying when a McEliece scheme will be vulnerable
to other attacks like the S-S attack detailed in Section 6.2 through this last theo-
rem. Obviously, this poses no threat to McEliece schemes based on binary codes
(i.e. where p = 2), but this gives some room to worry for schemes based on g-ary
Goppa codes where ¢ > k. Whether this is any cause for alarm, meaning when the
proportion % is sufficiently large where F' counts the number of locator-multiplier
pairs that possess k of n common entries in I, and where 7" counts the total number
of locator-multiplier pairs in Fgm X Fgm, will be considered in further work.

There may still be some value in the use of puncturing in the approach from
Section 9.2. For instance, there are fewer GRS subcodes of a fixed dimension k
of the space F;.. than there are of the space . for s such that k < s < n
since the number of ways to choose the locator and multiplier as vectors in Fp..
is smaller. It may therefore be easier to identify P;(GRS,, x(,3))* as a subcode
of Pr(I'(c,g))* ® Fpm than it would be without puncturing. There is also an
advantage to this approach coming from Proposition 8.1.1, which gives us an attack
of polynomial complexity that recovers the private key given partial knowledge of
the key. If we can develop this approach so that it can recover the punctured locator
a|7 in a way that beats randomly guessing, then this will allow us to begin chipping
away at the security of the McEliece cryptosystem. Again, we leave this for future
work.
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9.4. Squaring as a GRS Distinguisher. We lastly note that code squaring (in-
troduced in Section 7.1) can be used to distinguish between GRS codes and random
linear codes. This gives us a tool that can be used in the approach of Section 9.2
for identifying GRS subcodes of a given Galois closure, which is a starting point
for justifying the feasibility of this approach.

Recall that for a F,m-linear code C, we define its square as
ct? = spang ,, {cxd: ¢, d € C}.

We also recall Proposition 7.1.3, which tells us that the square of a GRS code is
again a GRS code and, more more importantly for us now, what its dimension will
be. If we consider GRS, (o, §) where 2k — 1 < n, we have

GRSn,kr<aa B)(*Q) = GRSn,Zkfl (a7 5 * B)

Thus, we note that the dimension of a squared GRS code will be nearly twice the
dimension of the original code. It’s not hard to see that if we had 2k — 1 > n, then
the squared code will be the maximal subspace of F,., which is F}... itself. In fact,
squaring a F,m-linear (as long as its dimension isn’t too small) will often result in
the square being the maximal subspace. GRS codes are unique in that the cutoff
on their dimensions needed for this to occur is higher than for an arbitrary linear
code. We will begin to see this by considering generic bounds on the dimension of
a squared code as presented in [C2]

Proposition 9.4.1. Let C be a (n, k) Fpm-linear code. The dimension of its square
is bounded as follows:

dimg,,,, (C(*2)) < min {n, (k ;_ 1) } .

Proof. Let {b1,...,br} be a basis for C. We therefore have
(x2) .
O =spang , {cxd: c,d € C}

k k
= spang ,, Z Aib; * Z’yjbj DA,y €EFpm Vi, g
i=1 j=1

kok
= spang ,, Z Z Aivibi x by 0 Niy; € Fpm Vi, j

i=1 j=1
= spaanm{bj xbj:i,j=1,...,k}.

However, we know that the component-wise product is symmetric, so we have
{bi*bj: 4,5 =1,...,k} ={b;*b; : i <j,j=1,...,k}. Hence, the number of
distinct elements in the generating set {b; *b; : ¢ < j,7 = 1,...,k} is at most
(k‘gl) If each choice of j and ¢ < j yields a distinct element b; * b; and this set is
linearly independent, then (kgl) is the dimension of the square. Else, the dimension
is lower. The upper bound of n on the dimension is trivial since the square is a
subspace of Fy. O

It has been shown in [Ca] and [Ra] that almost all linear codes of a given length
and dimension reach these bounds. However, as previously discussed, squaring a
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GRS code inflates its dimension by less than this. When it does not map a Fpm-
linear code to Fym, squaring nearly doubles the dimension of a GRS code and it
nearly squares the dimension of an arbitrary linear code. In general, the square of
a GRS code is of much lower dimension than we would expect, so this can be used
to distinguish a GRS code from an arbitrary linear code.
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APPENDIX

Modification to the algorithm presented in Proposition 8.1.1. Suppose
column i of MT is the zero vector. If the rest of the columns are not the zero
vector, then we can solve for them by the algorithm presented in Proposition 8.1.1.
Since column ¢ of MT is zero, all vectors in any basis of P are divisible by = — a;.

In particular, this means the basis of row polynomials, {qr, : j = 1,...,kr}, must
have that
qr,(x) = H (x—a) | (x—a)pj(z) Vji=1,... kr.

le{1,....,kr }\{4,5}
Define p; j(z) = (z — a;)pj(z) for all j € {1,...,kr}\{i¢}. By dividing the
non-zero entries ! of both R; and Ry, we get the familiar equations

(R (a—ag)pjla)  Pilar)

(Rir)r (a1 —a)pre(a) — Qi(ar)
We identify Qj by following the same algorithm as presented in Proposition
8.1.1, which also identifies pg. through the greatest common divisor of the set
{Q; : 5 =1,...,kp —1}. We can then identify a; from the constant term in the

phkp(z)
prp ()

quotient

If there were more than one zero column, then the linear factors of the quotient
Pikor (%)
Prp ()
ering these, assigning them an arbitrary order, and then proceeding with the rest
of the algorithm finds parameters to a code that’s permutation equivalent to the
secret Goppa code, which is equivalent to what the Sidelnikov-Shestakov attack

finds for GRS codes.

identify the values of the missing entries of a, but not their order. Recov-



